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Abstract 

Modern data ecosystems are characterized by high complexity, rendering data portability 

diff icult, a foundational principle of regulations such as the GDPR. Traditional data management 

approaches like data warehousing and ETL pipelines cannot provide the f lexibility required for 

fr ictionless data transfers, user  control, and interoperability. This thesis presents Data Virtual 

Machines (DVMs) as a new graph-based conceptual model that enables efficient, scalable, and 

user-oriented data portability for  heterogeneous data.  

The research begins with the exploration of  the technical and non -technical data portability 

challenges such as usability, interoperability, extensibility,  scalability, regulatory compliance, 

and data security. I t then examines related work on personal data control, integration of  data, 

vir tualization, and sector-specific frameworks and identifies gaps in aspects covered by DVMs. 

The contribution of the thesis is the presentation of  DVMs, with their  structure, query language, 

and key ideas as a practicable solution for  data portability. DVMs follow a data -driven and 

f lexible modeling approach compared to traditional r igid schemas.  They allow schema 

reorientation and query optimization in order to achieve any -entity view and model 

polymorphism.  

The DataMingler tool is a signif icant practical contribution and through a real - life use case we 

will illustrate its feasibility for  data portability for the f inancial sector. I ts multiple strengths 

include the ability to derive the schema from the data,  v isually represent queries and effectively 

integrate data, through a simple interface suitable for both technical and non -technical users. 

The thesis thus illustrates how DVMs simplify data extraction, transformation, and transfer, thus 

making data more accessible,  governed,  and compliant.  

This thesis positions DVMs as a scalable, f lexible, and regulatory compliant paradigm for future-

proof data portability solutions,  bridging the gap between technical sophistication and end -user 

empowerment.  

 

Keywords: Data Portability, Data Virtual Machin es,  Data Virtualization, Heterogeneous Data 

Integration,  Query Processing,  Regulatory Compliance,  DataMingler  
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1. Introduction 

1.1 Introduction to Data Portability 

Data portability is one of the pivotal features of modern data governance. The aim is to  

empower individuals by ensuring control over their personal data while also promoting 

competition in  the digital markets. The General Data Protection Regulation (GDPR) 

formally establishes this right. According to Article 20, users can request their data in  a 

"structured, commonly used and machine-readable format" and directly transmit between 

controllers. The core philosophy of data portability is that individuals, rather than 

organizations, are in  control of personal data. Any un necessary technical or procedural 

barriers should be lifted from data utilization and transfer.  

Data portability is a necessity for user empowerment. The ability to  move personal data 

promotes user autonomy and transparency of data handling. With the vendor lock -in 

effect reduced, consumers are able to  make informed decisions on where to store data and 

how, without the risk of losing information. It also closely aligns with broader trends 

about digital rights , protection of the consumer and data democratization. As the true 

value of personal data is being recognized, businesses must adapt to  the new expectations.  

 

1.2 Data Portability Challenges 

Data portability offers clear benefits, but its implementation brings forth challenges for 

both users and businesses alike. The requirements of the two are different, with 

individuals wishing to exercise their right in a simple way and businesses trying to ensure 

regulatory compliance. Heterogeneous data environments are particularly complicated 

due to high diversity  in  data formats and systems. Issues of interoperability, technical 

limitation  and security are expected to occur, rendering current solutions insufficient.  

To achieve data portability, organizations should have systems capable of efficient, secure 

and scalable data sharing. Such a shift benefits not only consumers but also pushes 

organizations toward more user -friendly data management practices. The process of 

finding efficient and secure ways for data management and sharing paves the way for 
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innovation. However, investment in  new technologies can be costly and complicated. 

Additionally, easy data transfers free users from persistent monopolistic practices in  

digital markets. As a result,  competition is enhanced, and users can choose a service 

suitable for their needs.  

 

1.3 Objective of Thesis 

The main goal of this thesis is to  analyze the challenges that data portability  entails and 

examine how Data Virtual Machines (DVM) can make its implementation feasible. Such 

challenges will be investigated thoroughly, both technical as well as non-technical, along 

with proposal of potential solutions. Focusing on the DVM framework, a graph -based 

conceptual data model, this research aims to examine its usage towards data portability. 

The thesis will focus on presenting a case study of the functionality of DVM and how it 

is applied in a real-life example to critically evaluate its efficiency.  

This thesis also seeks to bridge the gap between theoretical principles and practical 

implementation by identifying key areas for improvement and innovation. By exploring 

the DVM's extensibility, scalability, and user -centric design, the thesis aims to contribute 

toward a robust, adaptive model of data portability. Finally, the thesis hopes to yield 

findings useful for crafting solutions that would be empowering for users, improve the 

level of data governance, and align with dynamic technological and regula tory changes.   
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2. Technical and Non-technical requirements 

Data portability, especially within environments characterized by high heterogeneity, 

presents multiple challenges, both technical and non-technical. Nowadays, organizations 

deal with increasingly varied data sources, ranging from traditional databases to  flat files 

and unstructured data. As a result,  ensuring seamless data transfer between systems has 

become considerably more complicated. Fast and efficient transfer of data is not just a 

preference, but rather a critical requirement for businesses using mu ltiple platforms for 

sharing data across various departments or even organizations.  

From the technical perspective, any data portability solution should be able to  support 

different data formats and the increasingly growing data volumes. At the same time, 

flexibility is key in order to  handle additional data sources without significant 

reconfiguration. In parallel, it must ensure that both technical and non -technical users 

can easily understand and interact with the data. Beyond the technical requirements, non -

technical factors are just as important. Data security and privacy have become o f utmost 

importance with regulations such as the GDPR. Organizations should also consider user 

consent and data ownership, besides being compliant with the applicable legal 

frameworks. 

This section summarizes the major technical and nontechnical requirements and 

challenges encompassing data portability  frameworks. It also proposes solutions for the 

realization of effective data portability  within modern, data -driven environments.  

 

2.1 Technical Requirements for Data Portability  

The goal is to  develop a data model that efficiently enables data portability. To achieve 

that, it must fulfill a number of technical and functional requirements, apart from 

overcoming major implementation challenges.  

It should be understandable and usable, hence non -experts can intuitively interact with 

the data. The data model should be extensible, easily accommodating additional data 

types and functionalities, and scalable to  support enlarged volumes of data without 
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performance degradation. Additionally, it should be linkable and interoperable, enabling 

smooth data exchanges between different systems. For that, it should support distributed 

processing to handle voluminous data smoothly with no loss of system performance and 

reliability.  

Building a data model for data portability is highly technical. It involves not only 

addressing the functional requirements identified earlier but also finding ways to make 

each of these aspects work practically. Each of the requirements addresses directly  the 

central aim: creating a system where data can be ported across platforms without 

problems in a secure and efficient way, both for the user and the system.  

 

2.1.1 Understandability and Usability 

Data portability frameworks are necessary tools for empowering individuals with 

possession and control over their personal data in  the digital ecosystem. Data portability 

should not be limited to technical users, all individuals should be able to  access, manage  

and transfer their personal data with ease. A usable system is intuitive, efficient and user-

friendly. An understandable system allows users to  view and act upon their data 

meaningfully. However, application mechanisms for these frameworks have faced grea t 

challenges in reaching usability and understandability by non-experts. The General Data 

Protection Regulation does indeed support the right to  data portability; yet such 

implementations often entail technical complexities, disjointed datasets, and unintu itive 

interfaces.  Even the most sophisticated technical solution risks alienating non -technical 

users. As a result, the right to  data portability becomes impracticable for many. Bridging 

the gap between technical design and user accessibility is fundament al for functional and 

inclusive frameworks. The following section discusses the user barriers, while proposing 

solutions focused on simplicity, clarity  and usability.  

The General Data Protection Regulation (GDPR) emphasizes that data subjects should 

have control over their personal data and be able to  transmit them across different 

platforms or service providers without facing technical barriers. While the purpose of th e 
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right is to  empower users, it also presents quite a challenge: data models are required to 

be technically robust, yet intuitive enough for non -technical users.  [1] 

In practice, the implementation of data portability under GDPR is far from meeting its 

expectations. As highlighted in studies examining the application of the right to  data 

portability, current systems repeatedly fall short of the expectations of the end -user. 

Unavailability  of data is the obvious reason, but also a lack of intuitive interfaces. 

Responses to portability requests often use formats and procedures which are inaccessible 

or incomprehensible to  consumers. This presents a more profound problem: even when 

data is technically in compliance with regulatory requirements, the lack of good tools and 

interfaces makes it practically impossible for users to  engage meaningfully with it.  Clear, 

simple, and consistent presentation of data can help bridge the  gap between technical 

compliance and user empowerment. [2][3]  

Challenges in Understandability  and Usability  

Most of the frameworks for data portability have been developed for technical users, 

imposing huge barriers to  the majority  of the users because of their lack of technical 

expertise. Such frameworks depend on machine readable data structures and formats like 

JSON, XML, or CSV, which are highly technical and require specific tools or knowledge 

for proper interpretation. Non -technical users who happen upon such formats are usually 

overwhelmed, having no ways of intuitively interacting with the data. With minimal 

knowledge, a simple XML can easily be read as it contains only limited information. 

However, the more information it contains, such as increased data volume, attributes or 

elements, the less readable and consequentially understandable such a file can be . It is 

therefore evident that machine-readability is not the same as user accessibility. It will be 

impossible for a user to  extract any meaningful information from a  machine-readable file 

with thousands of entries with cryptic field names and values , unless they are guided or 

have technical skills. This technical complexity introduces an accessibility gap, which, 

in  fact, excludes non-technical users from fully exercising their data portability rights. 

The result is that what should be a user -centered process has become intimidating and 

inaccessible. [2][3][4][5] 
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Even when exports are successful, the contents inside could be non -contextualized. Let 

us take as example a CSV file with the following column names: "TRANS_ID", "SKU", 

and "QTY". From a first review, no additional information on what the fields represent,  

how they are structured or what they can be used for is available. Even the same column 

between providers may contain different information , such as metrics being expressed in 

actual numbers or percentages. Without sufficient context, users cannot unders tand their 

data or know how it could be used to meet their needs. Lack of clarity  renders data 

portability frameworks useless, since data is technically available but practically 

incomprehensible. Clear explanations, including metadata enhancement, describing the 

purpose and relationships of the data are necessary to bri dge this gap and make exported 

data actionable for users. [3][4] 

Additionally, most of the interfaces that data portability frameworks offer lack simplicity 

and clarity and thus are not workable. User Interface (UI) design is the first thing that a 

user notices when first utilizing a product. It refers to its visual des ign, such as the colors 

and fonts used, or the position of the buttons and features. Next up, we have User 

Experience (UX), which refers to  the feelings of the user while navigating through the 

product. In many systems, over-complicated UIs or badly designed UXs seem to puzzle 

users instead of facilitating them. That could be a result of multiple but confusing ways 

to access information, lack of clarity in  data exploration and manipulation, or difficulty 

in  finding the needed functionalities. The user might  need to make various selections 

based on unclear options and ambiguous messages, like "structured data export" or 

"schema validation error". This level of difficulty leaves users confused about their 

actions. Most of the frameworks likewise don't give any on-point guidance, leaving users 

guessing what they're supposed to do. This does not only discourage users from using 

data portability features but also raises the likelihood of errors, including exporting 

incomplete or wrong datasets. [6][7][8] 

Other characteristics of data portability frameworks are complicated APIs, command -line 

tools, or data transformation scripts. Without ways to directly port data between 

providers, the user is tasked with performing this action indirectly. This task is not  only 

lingering but can also prove highly technical. Most users lack the necessary technical 
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knowledge required and the programming skills to effectively interact with the data. Even 

a seemingly simple task like transferring a contact list between systems might require 

writing code to do necessary data transformations. This challenge is further exacerbated 

by the unavailability of no-code or low-code platforms. With the introduction of intuitive 

tools, such as drag-and-drop interfaces, prebuilt templates, or guided workflows, a user 

can manipulate and port their data w ithout barriers. In their absence, users continue to 

depend either on third-party services or technical professionals, which compromises their 

independence and denies inclusivity to  data portability  rights. [6][7][9][10] 

Moreover, the data could be fragmented into multiple files, or even formats that do not 

give any comprehensive view whatsoever. For instance, exporting social media data will 

most likely result to  receipt of different files for profile information, posts, photos, and 

interactions.  The format and structure of these files can also vary heavily. The user is left 

to  piece this fragmentation together manually, a process which is laborious and liable to  

induce errors. Fragmentation renders reuse of data more complicated and interpretation 

even harder. For instance, a user who wants to  move data to  another service might be 

forced to combine or otherwise restructure the fragmented files into a form acceptable to  

the new system. Even data exploration is not possible without the proper consolidation 

tool, as insights cannot be derived without first understanding and establishing 

connections between datasets. Not having a uniform and user-friendly way of presenting 

the data adds an unnecessary layer of complexity that is likely to turn users away from 

using data portability  frameworks. [10] 

Without filtering or summarization, the sheer volume of data produced by modern digital 

services is too great for users to  practically review. For instance, exporting all the data 

from a fitness app may yield a dataset of thousands of daily activity logs, with multiple 

data points each. Although the information included is complete, it can overwhelm a user 

looking to review information for specific insights or import relevant data into another 

service. Without the functionality of filtering, summarizing, or  prioritizing the data that 

users want to  export, portability frameworks will lead to an overwhelming experience. 

Exported data can only be practically utilized when users are able to  find the needed 
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information. Having the option to clearly filter out and summarize data is a necessary 

step toward making data portability  feasible and user -friendly. [6][10] 

The above challenges presented, preventing understandability and usability in  data 

portability frameworks, point to a gap between technical design and meeting users'  needs. 

Inaccessibly formatted, complicated interfaces, and fragmented data presentation ex clude 

non-technical users, while overwhelming volumes of data and a lack of intuitive handling 

tools further worsen the challenge. These challenges can only be confronted if the 

frameworks emphasize design principles such as simplicity  in the interfaces, c ontextual 

explanation, unification of data presentation, and low- or no-code solutions, presented in 

detail in  the next section. Such frameworks will only live to their promise of empowering 

each and every user irrespective of their technical capabilities when that gap between 

technical complexity  and user accessibility  is bridged.  

Frameworks and Tools for Enhancing Usability  and Understandability  

The challenges of understandability and usability in  data portability frameworks 

previously outlined require comprehensive solutions, to  ensure that data is always 

accessible and interpretable. Users of any level of technical expertise should be able to  

engage with their data and practice their portability  rights without undue friction. This 

can only be achieved by focusing on user empowerment and simplificati on of complicated 

technical processes. The interaction of users with complex data systems has changed 

significantly with the emergence of new tools, such as graph-based data visualizations 

and low-code platforms. These greatly reduce the complexities of data management for 

non-technical users.  

The goal is to  eliminate complicated, technical interfaces and replace them with intuitive, 

visually oriented tools that will facilitate seamless user interaction. The process of 

moving data between services should be as easy as dragging a file into an upload area. 

Data portability interfaces can allow users to  move their data between platforms with ease 

by utilizing drag-and-drop features. Additionally, visual dashboards are a great way of 

data presentation. These enable the user to  explore the dataset thr ough charts, tables, and 

graphs. For example, instead of the user navigating through raw banking data files, they 

can view their transactions on a timeline. The navigation can be made even simpler 
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through data filtering, cross-highlighting and drilling. Such dashboards allow the creation 

of views customizable to  the user’s requirements. For even better support, a step -by-step 

guide on how to export, transform, and import data should be available to  the user, further 

reducing user confusion.  [11][12][13] 

To reduce complexity and improve usability, fragmented datasets should be aggregated 

into a cohesive, unified view. There are multiple tools like Microsoft BI, Tableau or Qlik, 

that consolidate data derived from various sources into a single export. For in stance, a 

bank could provide account details, transaction history and credit information into an 

exportable, browsable package instead of three. Unified data are easier for users to  

navigate. Specifically visual representations, such as graphs, clearly dis play the 

relationships between the data. For example, how the transaction pattern relates to  

spending behavior or credit recommendations. The exported file should be in an 

interoperable format, such as JSON-LTD or XML. These tools also include futures such 

as filtering and summarization that help users export only the data that matters to  them. 

Let us use again the example of a fitness app which is tracking multiple activities since 

its initial download to a device. Users might be interested in a specific t ime period or 

type of activity, like running or cycling, and therefore a complete download of all data 

from the app is not useful to  them. Additionally, especially when dealing with large 

datasets, summarizing them into key insights makes data exports more  manageable and 

meaningful for users. For instance, "Top 10 most frequently contacted people" for social 

media or "Most active hours" for app usage. [10][14][15][16][17]  

The most common data representation is in  tables, meaning columns and rows, however, 

graphical representations are becoming more prominent. Frameworks like Neo4j present 

the data entities and the relationships between them visually. Entities are represente d as 

nodes, which can be anything from people and organizations to data points, and the 

connections among them are edges, which can be collaborations, dependencies, or 

interactions. Users have the ability to  interact with the visualization in multiple ways . 

They can focus on specific nodes or edges, filter out unrelated information, or highlight 

particular relationships. This dynamic nature can prove very helpful when dealing with 

large or complex datasets. Additionally, they are able to  convey semantic mea ning. Each 
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relationship between the nodes might have additional metadata that caries context. For 

instance, "Is employed by" is different than "Is working with", making it possible to  

explore various connections. The clear representation of interconnected data will f urther 

empower users to  understand and manage their data portability rights. These 

visualizations also improve usability by letting non-technical users intuitively interact 

with their data. [12][18]  

Low-code and No-code platforms are revolutionizing data management by allowing 

easier data manipulation. These platforms give the ability  to  perform complex data 

operations without needing much technical knowledge. In Low-Code platforms, users can 

create workflows with minimal programming. To simplify operations, they use visual 

tools like drag -and-drop or prebuilt templates. No -Code platforms further enhance this 

idea, by requiring no coding skills at all.  They rely solely on visual interfaces. As they 

both excel at integrating with diverse systems, they allow users to  work across various 

data sources. Specifically, when it comes to data portability, the user can import, 

manipulate and export data with ease. These platforms also help solve one of the major 

challenges in data portability: allowing users to  maintain control over their data. By 

offering intuitive tools to  handle the format, relationships, and transfers involved, low -

code and no-code platforms align with the demands on usability and understandab ility of 

data portability frameworks. They illustrate that it is possible to  abstract technical 

complexity without losing functionality, so that users can be effective and confident 

executors of their data rights.  [19][20] 

Additional context can be embedded in the data through metadata. Metadata helps users 

to  understand the structure, origin, and meaning of their data. For example, some 

metadata fields are "date_created", "source", or "format_type". It carries semantic 

meaning. Metadata is only useful when  standardized and human readable. Initiatives like 

Dublin Core or Schema.org support standardized metadata, for consistency and 

compatibility across platforms. Since data structures change dynamically. We will revisit 

the need for metadata enrichment in  su bsequent sections.  [3][21][22] 

These tools pave the way to accessible and effective data portability systems. They are 

proof that functionality  and compliance don't need to be sacrificed to abstract complexity. 
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Data portability frameworks should finally break the twin barriers of understandability 

and usability, thus unleashing practical data portability for any type of user. Simple 

interfaces, rich metadata, unified presentation of data, low -code platforms, and dynamic 

adaptability ensure meaningful and effective user interaction with their data. This will 

meet the regulatory expectations for trust and empowerment of users and provide the 

means by which the digital ecosystem becomes inclusive.  

Conclusion  

In conclusion, user control over data cannot be achieved without eliminating barriers in  

usability and understandability. Current data portability frameworks indicate that 

technical compliance is prioritized over user experience. As a result,  non-technical users 

are excluded from exercising their right to  data portability. Proper data portability 

requires intuitive interfaces, simplified processes , and data presentation in a clear, 

contextualized way. Emerging solutions show that it is possible to bridge the gap between 

complex technical systems and user  accessibility. A combination of unified data views, 

graphical representation, low-code or no-code platforms, and metadata embedding can 

transform data portability. A shift in  focus to clarity  and simplicity can practically 

empower all users, regardless of technical expertise.  

 

2.1.2 Extensibility and Scalability 

In the previous section, we highlighted the importance of building data portability 

frameworks with a focus on usability and understandability. These systems should also 

be technologically robust enough, to handle the growing demands due to the technologic al 

evolution. Models are required to deal with new data types, structures or functionalities 

as well as to  effectively perform with increasing data volume and user base. In parallel, 

performance should be maintained even with the accommodation of the above . In this 

section we will explore the challenges of extensibility and scalability and outline 

solutions that address them.  
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Challenges in Extensibility and Scalability  

By definition, Big Data  is characterized by volume, velocity, and variety, and thus is 

inherently challenging. Any framework designed for data portability is required to handle 

large volumes of data emanating from transactional systems, social media or IoT devices. 

The speed at which data is produced dictates that systems process information  in real 

time, while the variety in  data formats like structured, semi -structured, and unstructured 

requires a model that is highly flexible and adaptable. Rigid data models with fixed 

schemas are  not suitable for such a high level of heterogeneity and dynamism.  

[23][24][25] 

One of the main challenges is volume management. The amount of data generated and 

collected rises exponentially. Datasets can become too large and complicated to be 

handled by traditional methods of data processing. For instance, an e -commerce platform 

may handle millions of transactions per day. The data storage, processing and transfer 

capabilities of a system should be scalable, in  order to  avoid performance disruption. 

There are solutions that are able to  support large datasets, like distributed systems , cloud 

storage and scalable databases. Their implementation, however, brings forth additional 

challenges. One must consider ways to ensure that data remains consistent, latency is 

minimized, and resources are allocated effectively.  

Aside from volume, the speed at which this data is generated is another critical challenge. 

Real-time data generation requires systems that can ingest, process, and output data fast. 

Latency is the delay between a user interaction with the system and the m oment it reaches 

the system. Correct and timely decisions are necessary in most sectors. For example, for 

credit card fraud detections or stock market data analysis. As a result,  data integrity and 

accuracy need to be ensured, while latency is minimized. A trade-off arises between speed 

and reliability  for seamless data portability.  

Data are not only increasing in size at alarming rates, but they can also vary heavily. Data 

generation involves numerous formats, like JSON, XML, CSV, and can even be 

unstructured, like images, videos or free text. Due to this variety, portability framewo rks 

should rely on  flexible, dynamically changing schemas to allow data integration and 

transformation from various sources. In contrast, static, rigid schemas can hardly fulfill 
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such expectations. For example, to  improve product recommendations, an e -commerce 

shop needs to combine purchase history (structured data), product reviews (unstructured) 

and social media posts (semi-structured). Schema evolution techniques are rendered 

necessary to facilitate real-time adjustments without tampering with existing operations. 

The GDPR Article 20 clause of "where technically feasible" brings forth scalability and 

extensibility as intrinsic features that need to be supported by systems for data portability. 

These systems need to grow with increasing volumes, diverse formats, and ever-evolving 

personal data on digital services. In the absence of these attributes, the exercise of the 

right to  data portability will become impracticable, more so with emerging new 

technologies.  [1] 

Extensibility: Addressing Evolving Data Needs  

An extensible data model supports schema evolution, addition of new data types, and 

changes in data structure without affecting its already existing functionalities. A truly 

extensible framework focuses on adapting seamlessly to  new requirements, in  a way that 

evolving data ecosystems remain operational and effective. This is critical for data 

portability, with the emergence of new platforms, applications, or devices that brings 

along new formats and structures of data that must integrate seamlessly into th e already 

existing ones. [26] 

Adaptability to  emerging requirements is critical in  any data portability system, given 

that the data landscape constantly evolves. Traditional models that rely on fixed schemas 

are severely limited in this regard. Most of them are not able to  accommodate new data 

structure formats, as even minor adjustments may cause them to completely stop 

functioning. In contrast, flexible frameworks that allow dynamic schema management 

can meet such challenges, interpreting and adapting to data in  real -time. For example, 

new IoT devices or services may generate new data types. An extensible framework is 

able to  handle these elements without changing its core fundamental structure. [27] 

To achieve integration of diverse data sets, data entities should be separated from 

relationships. Following this approach, Graph-based models, like Neo4j, focus on the 

relationships between the entities rather than the entities themselves. Data are stored  as 
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nodes and edges. The relationships between the nodes are of primary interest in  graph 

databases. Such models allow schema evolution by dynamically linking new data types 

and attributes. In contrast with rigid schemas, schema-free or schema-optional design 

does not require changes to the underlying structure of the database. As a result,  diverse 

data sources do not hinder system relevance, as schema evolution is possible. Linking 

new data types does not require changes to be made to the underlying structure [12] 

Another critical extensibility enhancer is modularity in  design. Complex software is 

broken into smaller, self-contained components with specific functions. This approach 

makes both system development and management more efficient. With modularity, users 

can update, replace or expand only individual components of a system, without affecting 

its wider integrity. A new functionality, such as real-time analytics or advanced data 

visualization tools , can be integrated as optional extensions. [28] 

Data portability keeps evolving by incorporating new technologies and data formats. This 

can lead to the formation of silos, which is when data is inaccessible by other systems. 

This is why it is important for new systems to be compatible with old ones, wh ich is 

called backward compatibility. This property minimizes the risk of data loss and 

inaccessibility, promoting user trust.  So, extensibility also covers the sustainable 

evolution of frameworks, enabling organizations to evolve their infrastructure with out 

compromising on data accessibility  or integrity. [29][30] 

In addition, extensibility benefits from the presence of user -driven customization 

features. They allow users to  make system adjustments in  order to  meet their specific 

needs. Such adjustments include the definition of workflows, data structures or 

integrations. This not only empowers them but also makes the system more flexible and 

manageable. End-User Development (EUD) frameworks are specifically designed to 

allow people without programming expertise to  interact with the software. When the 

framework is ab le to  adapt to  diverse and changing user needs it is also dynamic. In the 

context of data portability, such systems assure an inclusive and user -friendly 

environment of personal data management, allowing users to  directly engage in shaping 

how their data is stored, transferred, and integrated across platforms. When the users are 
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actively contributing to the evolution of the system, it results in  a more responsive, 

flexible system architecture.  [31] 

In summary, extensibility  requires frameworks that are adaptable, future -proof with 

changes both in technology and society. This is achieved by dynamic schema 

management, relationship-based data modeling, modularity, backward compatibility, and 

user-driven customization. By combining these, data portability systems can remain 

robust, relevant, and effective regardless of changes.  

Scalability: Managing Growing Data Demands  

Data volume and user demand are constantly increasing; thus, scalability  is critical for 

any data portability framework. Scalability  ensures that the system will be able to  scale 

through such increases efficiently without degradation in performance, reliab ility, or 

usability. While extensibility has to  do with adapting to new types and structures of data, 

scalability  is about being able to  process more volume, larger concurrent user bases, and 

higher workloads of data with ease.  

The unprecedented scale of data creation has been referred to as the “data deluge” and 

creates significant scalability challenges. Data portability frameworks should be capable 

of processing numerous data resulting from transactional systems, IoT devices, social 

media, and several other digital services. This requires designing systems based on 

distributed architectures: the slicing of larger data into portions and parallel processing 

in order to  ensure consistent performance, given the increase in data vol ume. [32] 

Distributed data processing is a paradigm of computing which allows large volumes of 

data to  be processed on several nodes or machines in  a distributed system. This makes it 

especially amenable to handling the scale and speed of modern data, which often exceeds 

the capabilities of a single machine. Large computation tasks are split into smaller, 

manageable pieces and operations can be performed concurrently as they are divided 

amongst multiple machines. Two examples of system s that support distributed processing 

are Hadoop and Apache Spark. Hadoop Distributed File System (HDFS) stores data across 

various nodes, and the MapReduce programming model handles parallel data processing. 

On the other hand, Spark builds on this well -known idea of MapReduce, using, however, 
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in-memory processing, therefore enabling swift computations of data by keeping the 

interim data in  memory instead of spilling it onto a disc. Probably the most important 

reason behind such a system is scalability. The horizontal scaling of nodes in a distr ibuted 

system allows the organizations to scale to  meet the increasing volume of data without 

an expensive overhaul of the infrastructure. Such scalability is greatly needed in data 

portability contexts, as data from diverse platforms and sources needs to be efficiently 

processed to satisfy user or regulatory demands. These systems can present challenges 

however as they require advanced expertise, while presenting the risk of data 

inconsistency.  [33] 

Real-time data processing renders scalability  even more complicated. In environments 

such as IoT, data is generated at unprecedented rates, rendering real -time processing even 

more complex. Building solutions that can handle high data heterogeneity and generation 

is a must for effective data portability. Technologies like Apache Kafka and Apache Flink 

provide scalable stream processing, thus enabling data portability frameworks to handle 

high-speed flows of data without sacrificing any accuracy or performan ce. Real-time 

scalability  means that systems should maintain low latency and high throughput. This 

balance is critical because, for visualization, sharing, or further analysis, users require 

their data in  real time. If this delicate balance is not maintained, it can lead to delays, 

hence reducing the overall usability  and user satisfaction of the system. [34][35] 

Despite the benefits of distributed architectures, latency and other data consistency -

related challenges might occur. Latency refers to  delays in  user interactions when data 

needs to travel through many nodes or even different geographical locations. This 

challenge is partly addressed in many scalable systems by replicating data in  a manner 

that frequent data can be available to  users at closer distances for quicker retrieval. 

Another challenge is real-time consistency among distributed nodes. Techniques of  

eventual consistency must be implemented so that the whole system is scalable while 

ensuring that the update propagates in  all nodes within reasonable time. For these 

techniques, however, it becomes very important not to  allow any conflict/discrepancy in 

key data. [36] 
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Efficiency in the utilization of resources is the signature of scalable systems. There are 

multiple techniques that dynamically manage resources to  ensure computational power 

serves where it is needed. Containerization, such as Docker, is the minimization of a 

system to only the necessary items for its execution. Orchestration platforms are then 

used, such as Kubernetes, for effective management and organization. Proper resource 

allocation ensures that systems can scale both vertically and horizontally. Aut o-scaling is 

also important, allowing systems to adapt to  real-time demand. Resources can be saved 

during periods of low activity or upscaled during periods with increased workload. [37] 

As the digital landscape rapidly expands, systems should be able to  handle larger datasets, 

more users, and increasingly complex workflows. Scalability ensures that data portability 

systems can grow with it,  accommodating the increasing demands. Practicabl e solutions 

include distributed architectures, real -time processing, and resource optimization. 

Ensuring that scalability remains one of the strengths of data portability frameworks, 

while empowering users and supporting their rights in  an increasingly dat a-driven world, 

will be assured by overcoming challenges with latency and consistency.  

Conclusion  

Scalability and extensibility  are the foundation for making data portability frameworks 

future-proof, flexible, and efficient. As data grows exponentially in  volume, with 

diversity in  formats, and with the expanding user requirements, the static and rigid 

traditional models no longer suffice. Instead, modern data ecosystems require dynamic, 

modular, and distributed solutions. With the adoption of flexible schemas, modular 

architecture,  and graph modeling, frameworks become extensible, allowing the addition 

of new data types and functionalities without disturbing existing system integrity and 

usability. Backward compatibility and end-user customization also improve the long-term 

viability  of such systems, thereby rendering data portability more attainable. At the same 

time, advanced technologies such as distributed systems, real -time processing, and 

resource optimization allow systems to manage the challenges presented by Big Data, 

such as volume, velocity, and variety without compromising performance. Data 

portability solutions are then able to  scale cost -effectively to accommodate heightened 

regulatory, business, and user needs.  
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2.1.3 Linkability and Interoperability 

One of the pillars of the GDPR is the ability of users to  transmit their personal data across 

service providers with no obstacles. The first functionality  for effective data transfer is 

linkability, which is the successful integration of data across different systems and the 

ability  to connect them meaningfully. However, systems have differences in  technologies, 

formats or standards used. In spite these, interoperability is the ability of a system to 

understand, process and use the data. On the one hand, linkability ensures that data remain 

cohesive during transfers, without context loss, while interoperability focuses on data 

exchange with no compatibility issues. They are complementary requirements for 

building a meaningful and actionable data portability  model.  

The Challenges of Linkability and Interoperability  

GDPR’s Article 20 provision for data transfer "without hindrance from the controller" 

puts an emphasis on interoperability  as an inherent necessity. Data portability  can only 

succeed if models ensure that data formats are compatible across systems for smoo th, 

lossless transitions of data. It is critical for transferred data to  retain their context and 

remain coherent on the receiving systems. Requirement for manual interventions or 

custom integrations undermines the principle of "without hindrance." Although the GDPR 

encourages the development of interoperable formats, it does not oblige providers to  

adopt compatible systems. [1][38] 

This challenge has been further highlighted by the fast growth in data generated from IoT 

devices, social media platforms, and enterprise systems. Data, these days, is generated in 

various formats such as structured, semi-structured, and unstructured and n eeds to be 

harmonized for cross-platform linkages. However, the existing systems usually lack 

flexibility for standardization and integration of diversified data efficiently. This is 

especially difficult to  achieve since most platforms depend on proprietar y or non-standard 

formats. While the GDPR requires structured, machine-readable formats, it does not 

require interoperable data outputs. This loophole allows fragmented data systems in 

which users may be able to  technically port their data but, in  practice , pose significant 

utilization challenges. For example, the contact information a user exports in  some 
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proprietary CSV format may not match the exact schema that the receiving service is 

expecting, thus limiting its utility. [2][26] 

ISO 2382 defines portability as “The capability of a  program  to  be executed  on various 

types of data processing systems  without converting the program to a different language 

and with little or no modification”. The application of the principle to  data will, therefore, 

require interoperable systems to make their data output transferable across platforms with 

minimum reconfiguration. [39] 

Frameworks are needed that can both define structured formats and can handle 

compatibility across diverse platforms. One of the main difficulties is maintaining 

relationships between the entities and therefore context during and after the transfer. The 

integration can become particularly complicated when dealing with data with varied 

granularity, like location. Semantic frameworks like RDF, graph -based databases like 

Neo4j or linked data solutions like Solid can support the linking of entities and attributes 

to  ensure that after data transfer, it will remain usable and meaningful in  the context 

provided.  [12][18][40]  

Currently, there are no widely adopted data standards, preventing seamless data 

exchanges between systems. Additionally, there can be contradicting industry and 

regional proprietary protocols and schemas. For example, healthcare data are based on 

FHIR, while financial data relies on ISO 20022. It is evident that framework 

heterogeneity requires advanced technical skills and resources to  perform proper data 

mapping and transformations . [41][42] 

In addition to structural difficulties, semantic misalignment is an even more pervasive 

problem. The same terms can mean different things in different systems, and even similar 

concepts may be expressed in different terms. These inconsistencies prevent pro per 

linking of datasets. For example, the AEC industry constitutes of multiple specialized 

domains with individual terminology and data representation methods. Due to this 

fragmentation, a single asset might have multiple representations, rendering coordin ation 

and integration of data difficult. In  the AEC context, each discipline typically uses 

distinct software tools and file formats, which further exacerbates the problem.  

Additionally, the size and complexity of datasets increase. Systems are required to not 
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only handle the technical requirements of data integration but also the latency of complex 

linking processes.  [43][44] 

Designing Linkability  and Building Interoperability  

Linkability  is possible only with systems and frameworks able to  identify, connect, and 

contextualize data originating from disparate sources. Interoperability essentially means 

allowing systems to "speak the same language". To achieve this, data portability 

frameworks should be based on certain principles and tools. OECD highlights the 

importance of standardized data formats and APIs to  achieve interoperability. However, 

to  ensure consistent meaning and usability of the transferred data, APIs heavily depen d 

on metadata structure alignment and universal standards.  [4] 

One of the ways to achieve linkability is to  assign unique identifiers to  different data 

entities. Even when data are derived from different systems, the can remain accurately 

mapped. The UUID method (Universally Unique Identifiers) is used to standardize 

identifier assignment, while ensuring global uniqueness and avoiding system conflicts. 

Domain specific identifiers are equally important, like unique patient IDs in the 

healthcare sector. With this ID, tracking medical history, prescriptions and treatments  is 

successful across different healthcare providers. Linking data properly, without 

ambiguity or overlapping, is vital for maintaining meaning during transfer, which is a 

necessity for interoperable systems. [45] 

Data is evolving over time, requiring real -time updates and adaptations to its schema. 

Dynamic mapping frameworks have the ability  to  link new data without manual 

intervention or structural changes. In such frameworks, data remains consistently 

connected, even when new data are introduced. In graph databases, such as Neo4j, data 

are represented as nodes and edges. No matter the format or source of the dataset, 

mappings can be created between them. Because of this treatment, identification of 

relationships o r dependencies within large datasets becomes easier. This is particularly 

beneficial when dealing with evolving data which originate from heterogeneous sources. 

Ultimately, they are a powerful tool for linkability, providing a foundation for scalable, 

adaptable and consistent data interoperability.  [12][46] 
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To preserve the relationships of data from the target system, data portability frameworks 

should enable schema mapping and transformation. Semantic frameworks and query 

reformulation techniques provide pragmatic solutions. A technique called Global -as-View 

treats the schema as a unified global schema, allowing data from various sources to  be 

mapped in a single representation. Through this, even diverse datasets can become 

consistent and aligned. Local-as-View is another technique that treats data from one 

system as a subset of a global schema. The mapping process is thus simplified by focusing 

only on specific data portions for integration. These techniques help in maintaining the 

integrity and usability of the data during and after its transfer by resolving  the format and 

schema variations. Global-as-View can be used in healthcare to  unify various medical 

records from different systems into a single, coherent patient view. Similarly, Local-as-

View can be applied when integrating sensor data from IoT devices in  smart cities, where 

each sensor’s data may be structured differently but needs to be represented under a 

common schema for analytics. Another example of semantic framework is RDF, where 

relationships are defined between entities through triples. Even as  the underlying data 

formats or systems change, the relationships between data entities remain intelligible and 

usable in  such systems.  [10][47][48][49] 

Linkability  and interoperability also rely heavily on metadata because it adds, to  the data 

itself,  further context concerning origin, time, and purpose. Without this information, 

data might lose its meaning, rendering accurate linkages difficult.  Standardized, well -

structured metadata ensures a higher degree of accuracy, relevance, and usab ility for the 

linkages. Metadata can track the source of an entry, like real -time feed, historical record 

or user submitted. It can also include timestamps, data format specifications and even 

information about any undergone transformations.  A fine-grained metadata schema could 

even be helpful for runtime query reformulation in further enhancing the efficiency of 

linkages. For example, in  healthcare, metadata might include age or gender, which can 

be used for more accurate and timely data linkage. [ 41][50] 

Systems additionally rely on various programming languages and architectures, and thus 

data exchange is not impossible without a common framework. Standardized data formats 

like JSON-LD or XML are created with a single purpose: to  offer a structure that can be 
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read universally. JSON-LD combines the well-known JSON format with Semantic Web 

principles. So, data are described with entities and relationships, as triples, same as in  

graph frameworks. Because of its structure, it allows different systems to interpret the 

data in  the same way. XML has also been widely used for structured data representation 

by diverse systems. They are linked through nested tags and attributes. It does not rely 

on specific platforms as it contains schemas and constraints to  maintain dat a structure. 

Universal standards represent another crucial element for interoperability. Some 

examples are Dublin Core for metadata and FHIR in healthcare. In healthcare, access and 

understandability of patient records is critical to  the providers, as mist akes may lead to 

life-threatening decisions. Therefore, proper data interpretation is critical, regardless of 

the software used. With standardized data formats and aligned metadata, data from 

different sources can be integrated without errors. [5][18][41][51][52] 

Conclusion  

Neither interoperability nor linkability are static objectives, as they need to be upgraded 

as technologies, data types and user requirements evolve. Cross -sector interoperability, 

for instance, has even more issues to  deal with since the demands for healt h care data are 

very different from those of finance or IoT. Implementation obstacles, such as 

standardization costs, resistance from organizations with proprietary formats, and 

complexities in  aligning metadata structures, further exasperate the challenge . 

Empowerment of the user is,  therefore, at the center of these efforts. Interoperability 

ensures that users can move their data freely, and linkability ensures that their data 

remains meaningful and actionable. A combination of the two is the only way to achieve 

user-centric data management without hindrance. By leveraging semantic techniques, 

universal standards, and innovative integration methods, data portability can become not 

just a legal right but a practical reality.  
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2.2 Non-Technical Requirements for Data Portability  

Besides the technical challenges outlined in the previous sections, data portability models 

need to consider non-technical factors, such as regulatory compliance, data governance, 

security, and privacy. Regulatory compliance is necessary under data protect ion laws such 

as the GDPR, which require transparent and user-controlled data portability. Data security 

and privacy are equally important through every stage of the data life cycle, often through 

encryption and access control mechanisms. Among others, anonymization is a privacy 

requirement to  ensure that the portability of data does not affect user confidentiality. By 

embedding privacy-enhancing technologies and secure audit trails, a data model earns 

user trust. Altogether, these non-technical requirements constitute a compliant, secure, 

user-centered model of data portability  in  conformance with regulatory standards and 

protection of individual rights.  

 

2.2.1 Regulatory Compliance and Data Governance  

Every aspect of our lives increasingly relies on data; therefore, regulatory compliance 

and good data governance are not only purely legal requirements but also fundamental to  

user trust and operational efficiency. The implementation of GDPR highlights the  need 

for governance systems that adequately protect user rights, while taking into 

consideration business and regulatory requirements. However, setting up an effective 

governance presents several challenges. Implementation of advanced techniques for 

compliance and adaptability are required in the dynamic regulatory environment. Data 

governance provides a framework for effective data management, with the goal of data 

quality, integrity, security, and usability. Regulatory compliance is the alignment between  

organizational practices and regulatory requirements, in  order to  avoid breaches, 

penalties or reputational damage. [53][54] 

Importance of regulatory compliance  

Regulatory compliance depends on robust data governance to maintain data integrity, 

structure, and utility during transfer. The GDPR requires that a given organization adhere 

to  accountability, transparency, data minimization, and similar principles while handling 
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personal data. More specifically, Article 30 covers the requirement of maintaining records 

of all data processing activities by an organization. The above is called data provenance, 

which means logging relevant information about the origin, history, and transformations 

applied to the data.  In this way, every step of a data life cycle would be transparent and 

traceable. When each access and transfer is logged by the model, an audit trail can be 

provided.  [55][56] 

Consent Management is the process of dynamically capturing user preferences and 

permissions, and respecting them, in compliance with Article 6  about lawfulness of 

processing, and Article 7  on conditions for consent. The GDPR further intersects with 

other rights, such as Article 17, Right to  Erasure, which demands that the mechanisms of 

data governance avoid unauthorized retention of data after it is ported. Models must 

balance portability with erasure, ensuring that da ta that has been transferred does not 

violate erasure rights of the data subject.  [55] 

Challenges in data governance 

Governance frameworks provide the necessary data management structure, but the 

practical implementation presents several challenges, such as proper metadata logging. 

Metadata is used to keep track information about the data, such as its origin, and how it 

is processed and moved. Extensive metadata logging can have a negative impact on 

storage and processing systems while insufficient logging makes audits and regulatory 

compliance impracticable. Organizations need to find the right balance between metadata 

tracing and system performance, by developing proper metadata management strategies. 

[57] 

In recent years, new frameworks such as the Digital Governance Act (DGA) and the 

Digital Markets Act (DMA) have been put into effect in  EU. Regulation tends to change 

due to technological evolution, geopolitical circumstances, or societal priority shifts. In 

this case, organizations find that static models of governance quickly become outdated. 

Flexibility in  governance frameworks is critical to  accommodate the new obligations 

without major reengineering effort and thus calls for proactive regulatory landsc ape 

monitoring and continuous investment in  compliance readiness. [58][59]  
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Both regional and industry specific requirement make compliance even more challenging. 

For example, in  the EU, the GDPR prioritizes privacy and data minimization, while other 

regions might require extensive data storage for security or business purposes. A lso, 

standards such as HL7 in health care and ISO 20022 in finance have been developed to 

meet the needs of a particular sector but are usually incompatible with one another. As a 

result, data governance mechanisms should be highly adaptable both to region al and 

global regulations, as well as sectoral standards. Forcing standards alignment brings 

inefficiencies and increases the risks of compliance for organizations involved across 

multiple regions or sectors. [41][42][60] 

Techniques for regulatory compliance and governance 

To achieve regulatory compliance, organizations are trying to utilize advanced techniques 

to address the above challenges. The most important technique is called data provenance, 

which is a form of metadata which documents the origin, and transformations a pplied to 

the data. Metadata is directly incorporated within the data and carries semantic meaning. 

This allows for easy verification of any data transformation or manipulation that is 

performed. Organizations can efficiently save on investigation time as problems or 

inconsistencies are recognized quickly and subsequently resolved. Models, such as graph 

databases, can be utilized for data provenance. In a graph, nodes can represent the data, 

and edges can represent the transformations applied. With the dynamic data 

interconnections of graph databases, organizations can get a complete view of data flow 

and transformation. With this view, the efforts required by a regulator or auditor while 

verifying compliance or assessing data quality can be minimized. The j ourney between 

data input and output is clear, and every step can be reviewed against the necessary 

standards. [12][61] 

Monitoring of compliance has also transformed in recent years with the emergence of 

artificial intelligence. Machine learning algorithms can monitor data flows to identify 

anomalies, flagging associated compliance risks. Such tools also learn from continuo us 

changes in regulations and thus can support organizations to keep up with developments. 

AI provides the necessary insights to  lighten the work for governance teams and make 

their decisions more effective. An adaptable governance framework is necessary f or any 
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organization to meet regulatory changes without changing the existing systems. It allows 

companies to  adopt modular platforms, where on -demand schema adjustments can be 

made while keeping the structure relevant to  existing requirements. These frameworks 

allow a company to adapt without any operational disruption.  [62] 

Automating consent management systems ensures ease of compliance with the GDPR 

requirements. Consent management platforms empower users through the facility for easy 

permission-granting, amendment, and withdrawal of permissions. This of course requires 

user-friendly platforms, like the ones discussed in the previous section. When there are 

obstacles in  the process, like overcomplicated user interfaces with puzzling options, user 

autonomy cannot be achieved. Providing consent, and in turn modifying or withdrawing 

this consent should be an effortless process. This closely aligns with the GDPR's vision 

for full user control over their personal data and also builds trust between customers and 

organizations. Systems should automatically inform users on how their data is being used, 

so they are able to  make decisions on the most up -to-date information. Additionally, 

organizations also save time by limiting the manual processes required to ensure 

regulatory compliance. [63][64]  

Governance dashboards, like OneTrust or SAP GRC can help organizations manage 

compliance. They provide real-time monitoring and predictive analytics. Organizations 

are able to  identify any violations in  advance and resolve them before they escalate. The 

dashboards help keep the governance strategy dynamic and responsive toward emerging 

risks by providing actionable insights. [65][66] 

Conclusion  

A strong data governance mechanisms focuses on transparency, security, and 

accountability, allowing individuals to  exercise their rights with confidence. 

Organizations need to make sure that data portability is both effective and ethical. 

Through its life cycle data integrity and transparency should remain unchanged, through 

proper data provenance and consent management. There are many challenges involved in 

the implementation of such frameworks, like regulatory variability, metadata overhead 

and automation of accountability mechanisms. However, with techniques such as real -
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time monitoring, AI and dynamic adaptation can make governance more efficient and 

resilient.  

 

2.2.2 Data Security and Privacy 

As already discussed, the main goal of data portability is to  empower users, and therefore 

the privacy and security of their personal data should not be risked. GDPR specifically 

highlights that data portability should not "adversely affect the rights and freedoms of 

others," emphasizing the application of sound security and privacy protection in data 

portability models. Since data portability requires movement from one entity to  another, 

it puts personal data at jeopardy pertaining to unauthorized access, data breaches, or even 

violation of privacy. In order to meet these challenges, data models need to have enhanced 

mechanisms of data protection so that the data that is being transferred is secure and the 

regulatory standards are still in  compliance. [55] 

Challenges in Data Security and Privacy  

Data portability involves the transfer of sensitive data across multiple systems or 

platforms. During the process, vulnerabilities may arise, especially without the proper 

security measures in  place. The security risk is high, as malevolent individuals may  take 

advantage of such vulnerabilities to  steal data. The more complicated the system, the 

highest the possibility  of breaches, as more users are involved. The consequences of a 

successful attack can be catastrophic, including identity  theft, financial fr aud or exposure 

of personal information. A major credit bureau, Equifax, was hacked in 2017. Personal 

data of millions of people were exposed, such as social security numbers and credit card 

details. [67] 

Portable data is most vulnerable if the encryption protocols are weak, or their 

implementation is inconsistent. Weak cryptographic algorithms, or lack of end -to-end 

encryption, will expose data in  transit to  interception and tampering. In the absence of 

strong encryption and secure transfer protocols such as TLS or SFTP, no data portability 

initiative can ensure confidentiality and integrity.  Poor anonymization practices, such as 

ineffective pseudonymization or weak differential privacy measures, may lead to  
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reidentification risks, especially when datasets are cross-referenced. Not adhering to data 

minimization principles, in  order to  transfer only the required data, exposes information, 

risking misuse or breaches.  [2][4][68] 

 

Techniques for Security and Privacy  

It is essential that data remains secure throughout its life cycle, meaning in rest,  use, and 

during transfer. As outlined above, unauthorized data access can be catastrophic. 

Therefore, only approved users or systems should be able to  interact with sensit ive data. 

Through data encryption, data is converted into a format that is readable only with the 

proper decryption key. Thus, even if data is breached, its contents are not accessible. 

Some common cryptosystems are Advanced Encryption Standard (AES) and R SA, 

typically in  combination with public-key infrastructure (PKI) for additional security. In 

addition to encryption, strict access controls should be implemented. With Role -Based 

Access Control (RBAC), authorization is provided according to a user's role,  and Multi-

Factor Authentication (MFA) adds additional methods, such as biometrics, to  verify a 

user's identity. [69][70][71][72] 

Transfer of data should be done, where possible, using secure transfer protocols such as 

TLS or SFTP. Such protocols create encrypted channels; therefore, even if intercepted, 

access to  the data would not be possible. Secure APIs allow for token -based 

authentication for exchanges of data between platforms, allowing data sharing only 

between verified recipients. Additionally, transfers should only be performed when 

required. Data minimization means transferring only data strictly  necessary for the 

purpose. The outcome is less exposure to information and reduced risk of misuse or 

breach. Systems should also implement mechanisms for secure deletion in order to ensure 

temporary data gets removed when no longer needed and not a liability. [73][74] [75] 

Additional techniques include pseudonymization and differential privacy. 

Pseudonymization replaces direct identifiers with pseudonyms, and differential privacy 

does so by adding noise to  datasets in  a manner that linking data back to the subjects 

becomes impossible. These techniques ensure privacy without any cost on data utility, 
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especially in  analytics and research contexts. The ultimate goal should be however, to  

design platforms with privacy at their foundation to ensure that security features are 

implemented at all critical points in  the data lifecycle. This requires interfaces  to  manage 

user consent, audit logs to  track every action taken against data, and real -time breach 

detection through intelligent systems. [76][77] [78] 

Conclusion  

Strong security and privacy measures in  data portability are not just regulatory 

obligations but necessities for user trust. To align with the GDPR mandates and OECD 

recommendations, models should focus on encryption, access controls and privacy -

preserving techniques. In order to  have a good framework, these would have to balance 

user empowerment against data protection-data breach risk, inadequate en cryption, 

incomplete anonymization would require strong techniques such as encryption of data, 

transfer protocols, and platforms of privacy-by-design. This approach will let the benefits 

of data portability be availed without compromising on security or pr ivacy, thus building 

trust and resilience within the digital ecosystem.  
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3. Related Work 

In a highly digital age, data portability is at the forefront, with emerging regulations like 

the GDPR, and increasing user demand for personal data management. A few frameworks 

and models have been developed to meet the technical and organizational challe nges 

preventing easy data transfers between platforms. Examples of these efforts include 

frameworks for personal user control, data transfer or integration interoperability 

frameworks, and sector-specific initiatives. This section discusses these frameworks, with 

a focus on their methods, strengths and weaknesses regarding data portability. Analysis 

of existing work provides a better understanding of where progress has been made and 

what has fallen short,  thus setting the stage for more complete solutions.  

 

3.1 Personal Data Control  

Data Spaces 

Data spaces, as frameworks for data-sharing, are not a new concept, but their application 

to individuals and personal data management remains underdeveloped. Data spaces bring 

a new level to  data management with decentralized environments for interoperable , 

secure, and user-centric data sharing. In traditional centralized systems, data access, 

management, and use are controlled by a single entity, usually the organization. On the 

other hand, data spaces guarantee data sovereignty and provide users with comp lete 

control over their data. In this way, users are able to  define who has access to  their data, 

for what reason and under which conditions. This is consistent with the rights enforced 

by regulations such as the GDPR. [79][80] 

The principles on which data spaces are built on, make them stand out among other data 

management frameworks for data portability. Interoperability is the cornerstone of their 

design, which is achieved with the adoption of shared standards on data formats,  schemas, 

and protocols. This ensures that heterogeneous systems are compatible, thus data 

integration is allowed without extensive preprocessing. They also fundamentally rely on 

federated architecture, where data remains decentralized and in full control of its owner. 

Secure access mechanisms enable collaboration, rather than physical data transfers, 

Attribution-NonCommercial-NoDerivatives 4.0 International

http://creativecommons.org/licenses/by-nc-nd/4.0/

https://doi.org/10.26219/heal.aueb.135



34 
 

greatly reducing centralization risks such as unauthorized access or data breaches. 

[81][82] 

As outlined above, data spaces are built on federated architecture, which allows data to  

remain with the original owner and accessible only through shared interfaces. Data spaces 

have no use for central depositories, which are associated with privacy conce rns and 

infrastructure overhead. Moreover, semantic interoperability  is enabled through 

utilization of ontologies and standardized vocabularies. Without it,  data might lose its 

meaning through transfer, rendering proper integration impracticable. Data shar ing is 

performed through secure data exchange protocols, like APIs and federated queries. 

Access to  the data is performed through user-defined access controls and policies. Data 

spaces allow both virtual integration, which is access in  the original locatio n, and 

physical, where subsets of data are replicated before usage. [81][82] 

Data spaces rely on multiple models for their operation. The Resource Description 

Framework (RDF), provides a standardized structure for representing data relationships 

as triples, forming the backbone of many semantic data environments. Based on RDF, 

knowledge graphs represent the entities and their relationships in  a highly interoperable 

format, allowing semantic querying. Additionally, federated query systems allow the 

execution of queries across various data sources, with no requirement of physical 

integration into a schema. Through the above, data spaces remain decentralized while 

providing a unified view of distributed data. To align diverse datasets, ontologies and 

metadata standards provide a common language and structure for seamless data 

portability. [81][82] 

Data spaces revolutionize data portability by addressing a number of key challenges. The 

first is allowing interoperability across platforms, breaking silos as data can freely flow 

between systems. The second is giving users control over their data, enabli ng them to 

manage, access, and share their information with complete independence from service 

providers. Data spaces also allow for dynamic schema handling, through which systems 

can adapt to  new data requirements without expensive and time-consuming restructuring. 

They could also be a solution to the exploitation of data facilitated by organizational 

control. They build confidence among participants through clear governance and 
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transparent trust frameworks, thereby fostering collaboration with data protection. 

[81][82] 

In addition to all the advantages, data spaces also entail challenges. Setting universal 

standards across diverse sectors is almost impossible, since it requires extensive 

coordination efforts among stakeholders. Building and maintaining data spaces is als o 

expensive, especially for small organizations. Additionally, the regulations vary per 

region, requiring robust compliance mechanisms to ensure security and privacy. 

Widespread adoption is inherently difficult due to possible resistance from organizations . 

The latter are hesitant concerning data sharing, due to competition or even cultural 

barriers. [79][81][82] 

Solid  

Solid (Social Linked Data) is a decentralized framework for social Web applications 

based on RDF and other semantic web standards. First conceived by Tim Berners -Lee, 

the Solid project ultimately aimed to put the user in  the center by decoupling data storage 

from application functionality. Its focus is creating personal data pods where users can 

independently store their data, without a service provider. These pods are web-accessible, 

meaning that users can choose where and how their data is stored, and eve n switch pod 

providers without losing access to  their data. [40][83] 

Decentralization is achieved by decoupling data storage from applications. Data are 

owned and controlled by the users. Applications may then request access to  these spaces, 

through explicit user consent. The platform mostly relies on existing standards set  by the 

World Wide Web Consortium (W3C). These standards are used both for authentication 

and communication between applications and pods or among pods. The pods are secured 

by Linked Data Platform (LDP) protocols. What makes Solid stand out is its 

interoperability, as applications can seamlessly access data stored in any compliant pod, 

regardless of location. The user can interact with the data with RESTful HTTP operations 

like GET, POST, PUT, and DELETE. SPARQL can also be used for more sophisticated 

queries. [40][83][84][85] 
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Solid provides the user with full control over their data and the ability to  grant or revoke 

permissions to any application. Due to its flexibility, users are also able to  switch between 

service providers easily. This follows the GDPR's guideline on user -centric data 

management. Widespread adoption of Solid is limited, due to technical obstacles. 

Although it empowers users, managing data pods and permissions might be challenging 

for non-technical users. When dealing with proprietary platform, in  turn, full 

compatibility  is difficult to  guarantee.  

Comparison with the DVM 

The DVM, which will be presented in detail in  section 4, shares a lot of similarities with 

Personal Data control frameworks. They all share the goal of enhancing data integration 

and accessibility. They offer dynamic schemas, enabling linking of heterogene ous data 

from diverse sources, and flexible data modelling. They are however different in  the way 

they approach data portability and management. PDS and Solid are focused on how users 

manage data, instead of organizations. Data storage, access, and sharing  permissions are 

entirely in  the control of the individual. Solid is designed for web applications and cloud 

services. The users keep their own data in  decentralized "pods" and third parties can 

access them upon request.  PDS are used for sector-specific secure data exchanges such 

as in  healthcare, finance, or government -regulated industries where compliance with 

sectoral standards is crucial.  Both Solid and PDS require services to  opt -in to  their 

ecosystems, so companies and apps must actively support their frameworks for 

interoperability and data portability to  function. In contrast, DVMs are tailored for 

enterprises with an emphasis on efficient data modeling, querying, and transformation 

over user-managed data governance. They are an independent data abstraction layer that 

facilitates organizations to gather, analyze, and operate upon large -scale sets of data in  

internal systems without necessarily requiring outside ecosystem interaction. While PDS 

and Solid are for data sovereignty for the individual and regulatory compliance, DVMs 

are more about optimizing structured and semi -structured data management at the 

organizational level.  
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3.2 Data integration and Transfer  

The Data Transfer Project is a collaborative initiative by 4 major tech companies: Google, 

Facebook, Microsoft and Twitter, to facilitate secure data transfers between services. In 

general, users can perform transfers on their own, without intermediating d ownloads or 

uploads. Interoperability  is possible by utilizing open standards and protocols that bridge 

technical difference between systems.  [86][87][88] 

Data transfer in  DTP is achieved by defining standardized formats for different types of 

data. Providers are not expected to build direct integrations between them because DTP 

converts data into a universal format to  ensure compatibility. The heart of functionality 

for DTP includes two types of adapters that act as connectors between the participating 

platforms and the DTP ecosystem and ensure security. The first ones are data adapters 

and perform two types of transformations. The exporter extracts data from the source 

system and standardizes it.  The importer takes the standardized data and converts it into 

a format compatible with the destination system. The second adapter type is for user 

authentication and authorization of data transfers. The method used is OAuth which 

ensures secure access and prevents data exposure. The actual execution of these transfers 

in  handled by the Task Management System.  [86] 

DTP is used to directly transfer data between platforms with ease, without technical 

knowledge required, which is a requirement for data portability. It is highly extensible 

due to its modular architecture, allowing new platforms to be added into the ecosy stem 

by just implementing the necessary adapters. By utilizing open standards and shared data 

models, data transfer is possible even among disparate platforms. In accordance with 

privacy regulations, DTP used Authentication via OAuth 2.0, along with encryp tion 

protocols to  ensure secure data transfers. The initial focus of DTP is consumer-facing 

platforms. Because of its adaptability, it presents potential for use across sectors, like 

banking or healthcare.  [86][89] 

Despite all of the benefits, DTP also presents challenges and limitations. Because 

participation by platforms is voluntary, platforms will be reluctant either due to 

competitive reasons or resource constraints, limiting its effectiveness due to a lack of 
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universal adoption. DTP defines shared data models, however doing so for each and every 

kind of data is quite difficult.  Potential variations in  the way data will be represented 

across platforms might complicate transfers of that data seamlessly. Moreover,  the 

resources required for the development and maintenance of adapters might prove 

complicated for smaller platforms, excluding them from the ecosystem. [86] 

The Data Transfer Project is a milestone towards seamless data portability. Due to its 

modular architecture, use of standardized formats and focus on user control, it can 

facilitate data transfers. However, to  show its full potential, it requires broad adoption, 

refinement of standards and compliance measures. By addressing these challenges would 

make DTP a paradigm of interoperable and user-friendly data portability systems in the 

digital economy.  

Comparison with the DVM 

The Data Transfer Project (DTP) and Data Virtual Machines (DVMs), which will be 

presented in detail in  Section 4, both aim to improve data portability by enabling 

interoperability between services. They both abstract differences in  data formats, 

facilitating compatibility  across diverse systems. However, DTP enables direct data 

transfers between services, allowing users to  move their data seamlessly without manual 

downloads, provided that participating platforms support the framework. DVMs, in  

contrast,  provide a conceptual data layer that enables users to  query, analyze, and 

transform data before exporting it.  Unlike DTP, which depends on service cooperation, 

DVMs function independently, allowing organizations and users to  integrate and explore 

heterogeneous data without requiring predefined data transfer agreements or platform 

participation.  

 

3.3  Data Integration and Virtualization  

Mediator-based systems act as intermediaries between data sources and end -users or 

applications. Even without a centralized database, they offer a unified data view that can 

be used for querying and retrieving data from heterogeneous sources. They are espe cially 

useful for data portability applications. They are able to  integrate data originating from 
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disparate  systems, including relational databases, NoSQL stores, and flat files with 

different formats and schemas. The source systems always remain in control of the data, 

following the GDPR requirement for decentralized data control. Additionally, mediators 

adjust to  changes in data sources or schemas, which is crucial for extensibility and 

scalability.  [90] 

Federated systems integrate data from multiple sources into a virtual database. Unlike 

mediator systems, they may be immediately equipped with advanced optimization 

techniques for distributed query processing and provide near -real-time data integration. 

Users can query data from multiple syste ms as if they were a single entity, which enables 

the facilitation of seamless portability. Federated systems integrate data without 

modifying the source systems. They are capable of accommodating new data sources in  

a dynamic manner, increasing extensibility  [91] 

Denodo is a data virtualization platform mainly used for integrating and handling 

heterogeneous data. It creates a unified data view without requiring the actual physical 

consolidation of the data. It uses mediator architecture, providing a layer of abstra ction 

between the actual data sources and the application using the data. It can handle both 

structured and semi-structured data from relational databased to XML files. It follows an 

approach similar to  relational models, where each data source is represen ted as a 

combination of relationships. A global schema is created for users to  access the data. In 

the Aggregation Engine, queries are broken into subqueries and then executed on the 

original data sources in  an optimized way. Even when some sources are not  available, 

queries can still be executed and provide a partial result.  It additionally supports cashing 

for improved performance. It is particularly useful for fast and cost -effective data 

integration for environments where data are scattered across vario us systems. It is widely 

used in corporate environments and internet-based application which require real -time 

access. [92][93] 

Unlike traditional federated systems, the BigDAWG polystore system can handle data not 

only coming from multiple storages but also with different data models. A set of data 

engines share a query language and data model, forming "islands of information". Users 

interact with them through shims, which translate queries into a language compatible for 
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the storage engine. Cross-island queries are also possible through CAST operations, so 

that data are transformed between models. Through optimization mechanisms, the system 

learns from past performance and adjusts data placement and query execution 

accordingly. This system is ideal for complex environments with different data models, 

such as healthcare or enterprise applications.  [94] 

Comparison with the DVM 

Virtualization platforms and polystores are similar to  DVMs, presented in detail in section 

4. They all unify heterogenous data sources into a single access layer, where data can 

then be utilized without actually being transferred. These systems rely on ab straction 

layers to present a unified view of data stored in different platforms, just as DVMs create 

a conceptual schema to unite heterogeneous data. Their role in  data portability is not the 

same, however. Denodo prioritizes enterprise data integration t hrough virtual views and 

SQL interfaces to  provide access to  multiple databases without reconfiguration of the 

underlying model. BigDAWG is a polystore system which handles queries across 

different databases with interoperability at the execution level. Wh ile they foster data 

interoperability and data access, they do not inherently allow data restructuring, 

reformatting, or transformation. On the other hand, as will be demonstrated in section 4, 

DVMs focus on data virtualization with an emphasis on schema f lexibility. Along with 

querying across data sources, users can also restructure and transform their data 

dynamically for a more flexible integration and portability  solution.  

 

3.4 Sector-specific frameworks 

Open Banking Framework  

Open Banking is a regulatory and technical framework that enables financial institutions 

to  share data with third-party providers in  a secure way through standardized APIs. The 

original regulatory motivation has come from the EU's Second Payment Services 

Directive (PSD2), a similar framework in the UK, with the overall goal of increasing 

competition, improving innovation, and putting the user in  gre ater control of their 

financial data.  [95][96] 
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Open Banking requires standardized APIs, ensuring interoperability amongst banks and 

TPPs. Through these, TPPs can either receive financial data or initiate payments upon 

explicit consent from the user. Consent of the user to  share data must be explicitly 

obtained. Consent management systems are generally integrated into Open Banking 

platforms for compliance with GDPR. SCA is essential to check the identity of users in  

data access or whenever the user initiates any payment. OAuth 2.0 and OpenID Connect 

are commonly used for the purpose of securely sharing data and authentication. Users can 

additionally view and manage financial information from multiple banks through a single 

interface. TPPs will directly initiate payments from user accounts, thereby bypassing 

traditional payment methods such as credit cards.  [95][96] 

 

However, interpretation and implementation of Open Banking can vary regionally. For 

instance, PSD2 has variations in  interpretation and implementation in each EU member 

state. Additionally, the increased number of TPPs dealing with sensitive information 

introduces vulnerabilities. Most small financial institutions face challenges due to the 

cost and intricacy involved with the implementation of Open Banking APIs. Both the 

benefits and risks of open-banking might not be as well known, which could result in  

lower-than-expected levels of usage. Open Banking is an excellent example of large-scale 

application of structured, machine-readable data sharing. It leverages standardized APIs 

and mainly focuses on user consent, showing close alignment with the GDPR's goa ls for 

data portability. However, the sector-specific nature of the latter limits the wider 

applicability  to  broader data portability  contexts.  [95][96] 

FHIR  

FHIR (Fast Healthcare Interoperability Resources)  is a standards framework from HL7 

International for exchanging electronic health information. Interoperability means the 

ability  of healthcare systems to verify that patient information is accessible, shareable, 

and usable across different platforms or pr oviders. Healthcare information, in  FHIR, 

comes in "resources" that are modular, reusable units representing things like Patient, 

Observation, Medication, and Appointment. Each resource is formatted with one of 

several standard formats, including JSON, XML, or RDF. With FHIR APIs, healthcare 

providers and systems are able to  share data in  real time. Resources are designed to be 
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extensible, accommodating evolving healthcare needs. FHIR is currently used for 

exchanging patient records between hospitals, mobile health applications view and to 

visualize patient data. Research studies aggregate anonymized patient data.  [41][97][98] 

Healthcare data is very sensitive, and FHIR implementations have to strictly  follow 

severe privacy laws like HIPAA in the US or GDPR in the EU. Data transmission and 

storage need to be totally secure. Different healthcare providers interpret FHIR resources  

differently, and thus, different implementations are done. Lots of healthcare systems still 

run on old standards or proprietary formats, which makes their interaction with FHIR 

quite difficult. While FHIR simplifies healthcare data exchange, the extensive  resource 

definitions and optional elements can make implementation difficult for smaller 

providers. FHIR is one of the widely used sector-specific methods for data portability in  

healthcare. Its structure with resources, standardization, and interoperabil ity mechanisms 

are fully aligned with the GDPR portability requirements. However, this is strongly 

dependent on healthcare -specific resources.  [41][97][98] 

Comparison with the DVM 

Industry-specific frameworks such as Open Banking and FHIR enable data portability 

across regulated markets with standardized, structured data transfers. Like DVMs, 

presented in section 4, these designs prioritize interoperability so that different systems 

can exchange information through common data models and APIs. But their data 

portability approach is pre -defined and reliant on specific sectors, with little applicability 

outside their domain. Open Banking is used to transfer financial data between banks and 

third parties within pre -defined regulatory environments and data types. FHIR has a 

standard data exchange format for healthcare data among insurers, hospitals, and 

applications with semantic interoperability between medical record systems. DVMs offer 

a general solution, applicable for connecting heterogeneous data, allowing query 

formulation and dynamic evolution of schemas. While these frameworks are superb at 

enabling secure and compliant data sha ring, they do not have the flexible, cross-domain 

data portability and integration capabilities of DVMs, which makes them very useful in  

their own domains but less effective for broader, multi -domain data management 

purposes.   
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4. The Data Virtual Machine (DVM) 

Modern analytics environments are characterized by extreme heterogeneity in  data 

systems, formats and analytical needs, and are thus inherently challenging. Data are 

stored across various systems, making it difficult to  extract any meaningful insight. 

Traditional data management and exploration approaches are no longer sufficient as they 

rely on fixed schemas and rigid hierarchies. Emerging data modeling techniques should 

be able to  adapt to  the dynamic multi -faceted nature of data environments. The Data 

Virtual Machine (DVM) presents a novel approach to data management and analytics. It 

bridges the gap between complex data systems and user accessibility by providing a 

unified, visual interface. Data interactions are simplified and can therefore be performed  

by users of all technical levels.  

The main goal of DVMs is data virtualization. Access and manipulation of data from 

various sources can be performed as if it were a single entity. Data management can be 

particularly complex, with extensive data integration processes and advanced technical  

expertise as a requirement. DVMs, however, allow users to  explore data relationships, 

select attributes and perform analysis quickly and efficiently, improving data accessibility 

and usability. This section is a presentation of the work conducted by D. Ch atziantoniou 

and V. Kantere. In their publications [99]–[102], they introduce and develop the concept 

of Data Virtual Machines (DVM) and its applications in big data environments.  

 

4.1 Theoretical foundation 

The DVM, is a novel conceptual model established on multiple disciplines to  achieve 

data management and analysis.  

Graph models utilize graphs to represent relationships among entities. The entities (e.g. 

customer, product) are represented as nodes and the relationships between them as edges. 

The both can have additional properties, called attributes. For example, age,  occupation 

can be attributes of the entity customer. In this way, complex connections are represented 

intuitively through a visualization. DVM relies on graph theory to support traversal and 
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querying of data, allowing dynamic data exploration. This structure is also easier for users 

to  understand. As a result,  users can derive insights from interconnected datasets. [103] 

The Entity -Relationship model (ER) lays the foundation for database design. It is a 

conceptual model which focuses on the representation of entities and relationships. It 

creates a unified view from different data models. ER diagrams are used for the 

representation of entities, attributes and relationships. DVMs are an adaptation of this 

model, focusing on a more flexible, bottom-up approach, through which users can define 

and manipulate relationships as needed. This adaptability is very important in  highly  

heterogeneous data environments, lifting the constraints of rigid schemas.  [14] 

Data Virtualization is related to mediators and virtual databases. It is a methodology that 

allows data access and manipulation without requiring technical details about the data, 

such as how it is formatted at source, or where it is physically located . It provides a single 

view of any entity of the data. Data virtualization may also be considered as an alternative 

to ETL and data warehousing. The goal is to  produce quick insights from multiple sources 

without requiring a major data project. DVM provides a virtual layer where the data 

engineer can easily map data and processes related to an entity. In this respect, it can be 

considered as a data virtualization platform.  [104] 

Declarative Querying allows users to  specify what information they need, without 

requiring the steps to  retrieve it,  like in  procedural querying. The user focuses on the 

result, while the system is responsible to  find the most efficient way to achieve it.  This 

abstraction renders querying simpler, and thus accessible to  users with varying technical 

expertise. DVMs follow this principle, focusing on the outcome rather than the process 

behind it.  [105] 

The Algebraic Framework, when used for data management, provides a formal 

mathematical foundation for the structure, query and transformation of data. It defines 

operations like selection, projection, join, aggregation, mapping and filtering, which can 

be then combined in queries to  make transformations. DVMs relies on the these for query 

evaluation and optimization. Users are able to  summarize and manipulate data to  derive 

meaningful insights. [105] 
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When built using User-Centric Design principles, interfaces are intuitive and accessible. 

This is critical for widespread adoption of an interface, enabling users to  utilize their data 

effectively. DVM is prioritizing the user experience, making access and  data 

manipulation accessible to  users of various technical backgrounds.  [106] 

In conclusion, the DVM's theoretical foundation is a composite of graph theory, entity -

relationship modeling, data virtualization, declarative querying, algebraic structure, and 

user-centric design. Together, these elements create a robust framework for da ta 

accessibility, collaboration, and user empowerment to  derive insights from complex data 

environments.  

 

4.2 Structure 

The DVM is defined, at its essence, as a graph, similar to  the Entity-Relationship Model 

(ER). Traditional models, like the ER model, have a top -down schema design. In ER, the 

data are mapped onto a conceptual schema defined in the beginning . Attributes either 

contain one value, like age, or multiple values, like comments , and they can also be  

derived, containing values from computations. In contrast,  the DVM follows a bottom-up 

approach, deriving the schema from the processing of the data, as shown in Figure 1. The 

inversed design allows the DVM to therefore stay agile and reflective of the real data 

infrastructure as it evolves. Same as the ER, attributes can  be single or multi-valued. 

However, attributes can only be derived and not pre-defined, since mappings are created 

between existing data to  entities. The goal is to  be able to  easily add nodes, which 

represent entities or attributes to  entities from a variety of data sources.  

 

Figure 1: DVM-modeling vs traditional ER-modeling. Reproduced from [101] 
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Under traditional modeling, the  first step is schema design, and then the creation of 

mappings to  accommodate it.  In  contrast,  in  the DVM, we first define data processing 

tasks (DPT) and then the schema is produced.  In the example below, the Customer is the 

entity  and has multiple attributes such as age or gender.  DPTs are computational processes 

that define the attributes and semantically accompany the mappings (edges) between 

them. This means that DPTs are not just retrieving data from the sources but rather 

defining the dynamic relationships between entities and attributes. Any computation that 

maps at least one value to an entity can be represented in the DVM. As a result, t he output 

of a DPT should be at least two columns, for example an ID and a value (ID,value). They 

can also be intra or inter-organization. Some examples of DPTs are:  

• An SQL query, such as “SELECT custID, age FROM Customers”. This query maps 

the customer entity, through the primary key custID to the attribute ‘age’, as shown 

in Figure 2.  

• A MongoDB query  

• A Cypher query  

• Any program that reads from a flat or excel file  

• A program assigning probability  of churn to a customer  

All entities in  the DVM can be represented by their primary key, like the custID attribute 

for the customer entity. Another future of the DVM is that all entities are also attributes 

and vice versa. It is evident through the Figure 3,  where transactions, represented by the 

primary key transID, are a multi-valued attribute of the customer. Concurrently, transID 

is an  entity with its own attributes, such as amount and date. So, the term “entity” and 

“attribute” can interchangeably be used in the DVM, where relationships are not 

predefined,  like in  the ER.  

Figure 2: A customer entity with several attributes. Reproduced from [101] 
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This can be demonstrated through the SQL query “SELECT custID, age FROM 

Customers”, which maps the age attribute to  a custID attribute but also one or more 

custIDs to an age value. Let us consider a DPT with a two -column output (u,v) ,  where u 

∈ U and v ∈ V. It provides the mappings from U to V but also from V to U. The graph 

can therefore be characterized as bidirectional, meaning the all nodes in the graph are 

considered equal, having no hierarchy and all connections between them are symmetrical. 

A different color is used , as shown in Figure 3 below, to  highlight the importance of 

nodes with multiple connections, degree higher than 1 . 

 

Fig ure 3 :  A sim p le DVM ex a m p le.  Rep ro d uced  f ro m  [ 1 0 1 ]  

 

4.3 Key Concepts 

The DVM's foundational elements are its nodes, edges, and key -list structures (KL-

structures).  

1 . Nodes represent attribute domains, such as custID, transID, or Age in the DVM. 

The nodes are not restricted to one role; hence, they can be used either as an entity 

or attribute based on the analysis  performed. This ensures maximum flexibility in  

schema representation.  

2 . Edges (Mappings) connect nodes and represent relationships. These come from the 

outputs of DMTs. For instance, a SQL query such as “SELECT custID, transID 
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FROM Transactions” would induce a mapping between the nodes custID and 

transID. This would carry edges of actual processes that link data attributes rather 

than pre-defined relationships.  

3 . Key-List Structures (KL-Structure) are essentially a multi-map data structure, as 

shown in Figure 4 . Every edge is associated with a KL-Structure (K), which is a 

set of key, list pairs {(k, Lk)}. The list of keys k of a KL-Structure K is symbolized 

as (k,K). Lk is a list of elements, or the empty list.  For every pair (k1,Lk1), 

(k2,Lk2) which belong to K, k1 is different than k2. All key s and elements are 

strings. For instance, the edge from custID to transID can be given the KL -

structure representation of {(custID1: [transID1, transID2]), (custID2: 

[transID3])}. These KL-structures represent the basic blocks in the mappings of 

the DVM, without needing to reconfigure the general schema for dynamic 

extension.  

 

The DVM is a multigraph  of mappings (edges) between attributes (nodes) . The mappings 

are created between the output pairs of values from  DPTs.  

• Let us assume n attributes A1,A2, .  .  .  ,An , each representing a node in the graph. 

The attributes are drawn from domains D1, D2, .  .  .  ,Dn respectively.  

• We also have multiple DPTs (P), each one with an  output multiset S = {(u,v) : u  ∈ 

Di ,v  ∈ Dj ,  𝑖 ,  𝑗 ∈ {1, 2 , .  .  .  ,  𝑛} } .  Two key-list structures can be derived from 

Figure 4: Key-list structures to represent edges of DVMs. Reproduced from [101] 
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this output:  KLij(S) and KLji(S). K is a set,  and it is equal to   {k : (k,v) ∈ S} ,  ∀k 

∈ K, while Lk is a list [v  : (k ,v) ∈ S]. 

• Let us take the first KL-Structure KLij (S) = {(k, Lk ) : k  ∈ K}. Then, for every 𝑢  

belonging to the set {𝑢  : (𝑢 ,  𝑣) ∈ 𝑆} we can define the list 𝐿𝑢  = {𝑣 : (𝑢 ,  𝑣) ∈ 𝑆} 

and appended (𝑢 , 𝐿𝑢) to  𝐾𝑆𝑖𝑗. KLji(S) can be defined in the same way, by using 

second constituent of the value pairs of S as key.  

• A DVM is thus a multigraph G= {A,S}, where G are nodes corresponding to each 

attribute. Each DPT defines two edges Ai → Aj and Aj → Ai ,  with the respective 

labels KLij (S) and KLji (S).  

• Each edge 𝑒 :𝐴𝑖  → 𝐴𝑗 corresponds to a KL-Structure 𝐾𝐿(𝑒), with schema (𝐴𝑖  ,𝐴𝑗). 

 

4.4 Query Language 

The most commonly used query languages for dataframe formation are Python, R or 

Spark. Dataframes are tables built around an entity, which is usually the first column and 

contains the key (custID), while the rest are its attributes. There are multiple proc esses 

that can be performed on the attributes, such as aggregation, filtering or any other 

transformation defined by the user. Although the query language used in DVMs is not yet 

set in  stone, it is critical to  perform the above processes intuitively. The goal is to  simplify 

attribute selection, condition expression and definition of transformations. The first way 

to achieve that is of course through methods already built-in the DVM. The second one, 

is through plug-in functions using various programming lan guages, which is called 

polyglotism. KL-Structure are the foundation of DVMs and can be stored and managed 

in a single key-value system, like Redis. However, the operators used for the manipulation 

of these structures are not limited to one programming lan guage. This redundancy means 

that the same operation, for example summing of transaction amounts, can be executed 

in either Python or R, depending on user preference. The DVM query engine then uses 

the selected programming language to complete the operation.  

Dataframe queries in  DVMs are structured as trees, comprising of nodes, which represent 

attributes, and edges, which represent the mappings between the attributes. Queries are 

not necessarily subtrees of the DVM, the same node or edge can appear multiple t imes if 
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needed. For example, if a user wants to  extract customer data, retrieving both total 

spending and average spending from the transaction amount attribute will make the 

amount node appear twice. Query evaluation requires the application of transformations 

on edges and also the combination of edges, either along a path across nodes or by 

merging attributes belong to the same root.  The primary entity of interest is the root node 

of the tree, like the custID in an analysis about customers.  The attributes relat ed to the 

entity  of interest are the child nodes. Through the nodes, the user can visually define and 

manipulate relationships. In the DVM, there are three main operators used for query 

evaluation and optimization, based on an algebraic framework. Their input is one or more 

edges (KL structures) and their output is another edge.  

 

4.4.1 Operators 

Transformation operators  

Transformation Operators apply functions or conditions to  existing KL -Structures and 

produce a new KL-Structure. This new KL-Structure can then be used for additional 

computations. There are three primary transformation operators in  the DVM: 

Aggregation, which is the combination of multiple values of a list into a single value (e.g. 

sum of transactions), Filtering, the select ion of elements that match a given criterion (e.g. 

filtering by age), and Mapping, which is used to transform each element in  a list (e.g. text 

processing). A combination of the above can be used to perform more complex queries. 

For example, a retail company is interested in customer purchasing behavior analysis. 

They can use filtering to limit the result to  specific date ranges, mapping to convert 

reviews into sentiment analysis values and aggregation to calculate the average amount 

spent by each customer.  

• Aggregation: The aggregation operator in  a DVM is used to summarize or reduce 

a list of values associated with a given key in a KL-Structure. The notation of the 

operator is Aggr(K,f). It takes as  inputs a KL-Structure (K) and an aggregation 

function (f) (e.g.  sum, count). The output is a new KL-Structure (K’), where each 

key is mapped to a single aggregated value instead of a list .  To perform the 
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aggregation, for each k∈K, f(Lk) is computed on the list of values Lk and the result 

is stored as a single element list Lk′=[f(Lk)] in  K’.  

The aggregation  function f can be a built-in  function:  

o Min = smallest value  

o Max = largest value  

o Average = mean of all values  

o Sum = total of all values  

o Count = number of elements  

Otherwise, custom functions can be written in different  programming languages, 

like Python or R, such as f(x) = median(x), supporting polyglotism.  

 

The example in Figure 5 showcases the aggregation of total Transaction amounts 

per Customer. In this case, the input KL-Structure K contains “custID” and 

“Amount”, as shown below. After applying the aggregation functions sum and 

count we produce new KL-Structures K’ and K’’ accordingly.  

 

 

• Filtering: The filtering operator in  a DVM is used to select only relevant elements 

from a list based on a specific condition. The notation of the operator is Filter(K, 

K 
custID Amount 

C1 [50,20,30] 
C2 [100,200] 
C3 [25] 

 

K’ 
custID (Aggr(K, sum)) 

C1 100  (50+20+30) 
C2 300  (100+200) 
C3 25  (unchanged) 

  

K’’ 
custID (Aggr(K, count)) 

C1 3 
C2 2 
C3 1 

Figure 5: Aggregation Function example 
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ϕ). It takes as inputs a KL-Structure (K) and a condition (ϕ), which is a Boolean 

function applied to each element of the list (e.g. rating > 5). It does not remove 

entire keys but rather returns a new KL-Structure (K’) containing only elements 

from the list associated with each key  that satisfy the condition. To perform 

filtering, for each k∈K, the pair (k,Lk′) is added to K’, where 

Lk′={x∈Lk ∣ϕ(x) is true}. This means that K’ is a filtered version of the original 

list K. 

 

Let us use as an example the filtering of customer transactions by year, shown in 

Figure 6 . The input KL-Structure K contains “custID” and the “Year” of each 

transaction. We are interested in all transactions performed in the year 2024.  

 

 

 

• Mapping: The mapping operator in  a DVM is used to transform elements in  a list 

by applying a function f to  each element. It replaces each element with a modified 

version of itself. The notation of the operator is Map(K, f).  ).  It takes as inputs a 

KL-Structure (K) and a function (f) that takes an element and transforms it.  The 

output is a new KL-Structure (K’), where each element x in  Lk is replaced by f(x). 

To perform mapping, for each k∈K, the pair (k,Lk′) is added to K’, where Lk′={ 

f(x)∣x∈Lk }. This means that each value in the list is transformed based on function 

f.  Same as the aggregate function, mapping support polyglotism as it can be written 

in a variety of programming languages.  

An example would be mapping reviews to  sentiment scores, as shown in Figure 7. 

The input KL-Structure K contains “custID” and the product reviews “Review”. 

 

K’ 
custID (Filter(K, year == 2024)) 

C1 [2024] 
C2 [2024,2024] 
C3 [] 

K 
custID Year 

C1 [2020,2022,2024] 
C2 [2024,2024] 
C3 [2021,2023,2025] 

 
Figure 6: Filtering Function example 
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Using a sentiment analysis function, the text can be converted to sentiment scores, 

+1 for positive, -1 for negative and 0 for neutral.  

 

 

All transformation operators in  DVM are unary, meaning they operate on a single edge. 

However, they can be combined sequentially to  perform complex queries. An example 

use case is the identification of high-value customers. The question posed is "What is the 

average transaction amount in  $  for customers who have made at least one purchase over 

500€?”. To answer the question, we need to first perform filtering, then mapping and 

then aggregation: 

1 . Filter customer transactions to keep only the ones above 500€  

2. Map  the remaining amounts to  a new currency ($)  

3 . Aggregate  the amounts to  compute the average  

 

Sequential transformations are performed, each one modifying the original dataset. 

Additional transformation can be added according to the analysis.  

 

 

 

 
K’ 

custID (Map(K, SentimentAnalysis)) 
C1 [+1,-1,+1] 
C2 [-1,+1] 
C3 [+1,0,0] 

K 
custID Review 

C1 [“Love it!”, “Terrible service”, “Great product”] 
C2 [“Bad quality”, “Amazing”] 
C3 [“Very happy” ,”OK”, “Could be better”] 

 

Figure 7: Mapping Function example 
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RollupJoin operator  

The RollupJoin operator in  the DVM is used for queries involving a path between 

attributes. Unlike transformation operators that modify lists within a single KL-Structure, 

RollupJoin connects consecutive edges in a path , as shown in Figure 8 . It effectively 

combines data across multiple KL-Structures that share a common intermediate key.  The 

references (IDs) are replaced with their associated values, thus allowing additional 

computations to be performed.  The inputs are two KL-Structures (K1, K2) sharing a 

common key relationship. The first one contains a mapping from a primary key to an 

intermediate key, while the second maps that intermediate key to the final attribute. The 

output is a new KL-Structure (K), having the intermediate key replaced with the 

corresponding attribute. The notation of the operator is rollUpJoin(K1,K2), To perform 

RollupJoin, for each k∈K, the pair (k,Lk) is added to K, where Lk= ⨁ x∈list(k,K1

)list(x ,K2), where ⨁ represents list concatenation.  

A common example would be to associate transaction amounts with customers, as shown 

in Figure 9 . The inputs KL-Structures contain custID to transID and transID to Amount 

respectively. The RollupJoin operator is used to create a KL -Structure containing custID 

and Amount, by replacing the intermediate key transID . 

 

 

 

 

 

 

 

 

Figure 8: Joining two consecutive edges to one. Reproduced from [102] 

 K2 
transID Amount 

T1 [100,200] 
T2 [300] 
T3 [400] 
T4 [500,600] 

 K1 
custID transID 

C1 T1, T2 
C2 T3, T4 

 K 
custID rollUpJoin(K1, K2) 

C1 [100,200,300] 
C2 [400,500,600] 

Figure 9: RollupJoin example 
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ThetaCombine operator  

The ThetaCombine operator in  DVM is used for the combination of  multiple edges rooted 

at the same node into a new edge, while applying selection conditions on the keys. 

Projection concatenates multiple KL-Structures that share the same key domain into a 

single KL-Structure . Selection filters specific keys based on conditions involving 

multiple attributes . ThetaCombine allows the combination of child nodes in the DVM, 

while ensuring that KL-structures are maintained when applying conditions. The notation 

is thetaCombine(O,S,ϕ). The inputs are an output list O, containing the KL-Structures 

(K1, K2,.. ,Kn) that need to be combined, the selection list  S, containing the KL-Structures 

(K’1,K’2,.. ,K’m) that restrict the keys in the result based on the selection condition which 

is a Boolean expression φ(k, l1 , l2 ,.. ,lm). The lists may overlap and either can be empty, 

but not both. The result is a new KL-Structure K=KL(A→B), where A is the root attribute 

and B is a new attribute created. To perform ThetaCombine, for each k in the intersection 

of all involved keys we evaluate the condition ϕ(k, list(k, K'1), . . . , list(k, K'm)). If it is 

true and O is empty then Lk is the empty list, if it is true and Lk is not empty, all lists in  

O are concatenated: Lk =⨁ i=1,2..,n list(k,Ki). The resulting KL-Structure contains only 

the keys that passed the condition, with their lists merged. This operator takes the 

intersection of all involved key-list structures to  determine the final key domain, similar 

to  an inner join in  traditional relational models.  

A simple example is the retrieval of the age and gender of a customer, while filtering for 

females above 25 years old, as shown in Figure 10 . Both age and gender are attributes of 

the custID. We first apply projection, by combining custID and age,gender into a single 

KL-Structure and then selection by filtering age=>25 and gender = F.  In this case K1 

contains custID and Age and K2 contains custID, Gender. The output list O = {K1,K2} is 

the Age and Gender. The selection list S is also {K1,K2}  since we are app lying conditions 

on both Age and Gender. The condition is φ(k, age, gender) = (age=>25 AND gender = 

F). 
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4.4.2 Query tree 

As already discussed, a DVM is a multigraph notated as G={A,S} where A represents the 

attributes and S is the schema, meaning the edges connecting the attributes.  A dataframe 

query in DVM is structured as a tree Q , where each node represents an attribute of the 

DVM, and each edge defines relationships and transformations between these attributes . 

The following can be found in Q:  

• (N: name)  is a unique name of each  node N within  the query tree Q  

• (N: label) is a label corresponding  to  an attribute in  G. For example, a node N1 

with N1:name = “customer_info” and N1:label = “custID” is uniquely named 

“customer_info” in Q and its label corresponds to the “custID” attribute of the 

DVM.  

• (e:transformations) are lists of transformations applied to edges and are call 

transformation strings. Each edge e:N→N’ represents a relationship between two 

attributes in  Q. A corresponding edge label(N) →  label(N’) also exists in  G. Each 

edge can be transformed using a sequence of data processing steps.  

 

K2 
custID Gender 

C1 F 
C2 M 
C3 F 

K1 
custID Age 

C1 25 
C2 30 
C3 27 

 

 custID Combination of K1,K2 
C1 [25, F] 
C2 [30,M] 
C3 [27, F] 

 
K 

custID thetaCombine(O, S, ϕ) 
C1 [25, F] 
C3 [27, F] 

Figure 10: ThetaCombine example 

Attribution-NonCommercial-NoDerivatives 4.0 International

http://creativecommons.org/licenses/by-nc-nd/4.0/

https://doi.org/10.26219/heal.aueb.135



57 
 

• (N:selection) is the selection condition of  each node N and defines whether a 

record should be included in the result.  It can either be the value “TRUE” or a 

Python-like logical expression referring to the node N itself or any of its child 

nodes.  

• (N:output) is a label that all  nodes except the root have , which determines whether 

the node’s data will appear in the result. If “true” then the node and all its ancestors 

should also have “true” output labels.  

 

Fig ure 11 :  An ex a m p le o f  a  d a ta f ra m e q uery.  Rep ro d uced  f ro m  [ 1 0 2 ]  

The tree represents a DVM query, as shown in Figure 11 . Each node (ellipses) 

X0,X1,.. ,X7 represent attributes. Each node in the query tree corresponds to an attribute 

in  the DVM. The edges (arrows) between the nodes are the relationships in  the DVM 

schema. Transformation operators (filtering, mapping, aggregation) seen in gray boxes 

modify the data as it flows through the tree. Selection conditions, in  the green boxes, 
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restrict which data in  included. The output labels, signifies by the checkmarks, indicate 

which nodes are included in the final output. The root node of the tree is the custID and 

every attribute is related to it.  Below, in  Figure 12,  is a breakdown of the tree:  

Node (N)  Label Transformation / 

Selection Condition  

Included in output  

X0 custID -  Yes 

X1 age Aggregate: any()  Yes 

X2 gender  Aggregate: any()  Yes 

X3 comments Filter : 'google'  in X3  

Map: python,  sentiment(X3)  

Aggregate: average()  

Yes 

X4 fr iends Aggregate: any()  Yes 

X5 transID Selection Condition: date between 

2019/5/1 and 2019/5/31  

Yes 

X6 amount Aggregate: any()  Yes 

X7 date -  No 

Fig ure 1 2 :  Brea k d o wn o f  d a ta f ra m e q uery  

The query retrieves the age(X1), gender(X2), friends(X4) of each customer(X0). 

Aggregate any() means that if multiple values exist,  only one of them is returned. 

Customer comments(X3) are filtered so that only the one mentioning “Google” are 

included, converted into sentiment scores using Python and then the average score per 

customer is calculated. Transactions(X5) are limited to May 2019 and the amount(X6) 

associated with them is included. The date(X7) is used only for filtering but not included 

in the output.   

 

4.4.3 Query evaluation and optimization 

The DVM is a virtual schema, meaning that KL-Structures do not materialize by default. 

When a dataframe query Q is executed, the edges are processed dynamically, and KL-

Structures are populated accordingly. Pre-existing materialized edges can also be used if 

available to  improve performance.  
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A bottom-up evaluation approach is followed for dataframe queries in  a DVM to ensure 

efficient execution. Outgoing edges, except for the root node, are combined  into a KL-

Structure using thetaCombine. It essentially merges attributes related to the same e ntity. 

Additionally, adjacent edges are joined using rollupJoin. If an edge maps a key to an 

intermediate key, it is replaced with a direct mapping. This step eliminated intermediate 

lookups, reducing query complexity.  The transformation defines in  the tr ansformation 

strings are also applied to the edges (filtering, mapping, aggregation). On the other hand, 

the root node is processed differently. The outgoing edges are either combined in a 

dataframe format (like Python Pandas or R DataFrame) where each row represents a key, 

or with a KL-Structure using thetaCombine, which can be added as a new attribute.  

 

To summarize, the key functions used in query evaluation are:  

• keyCombine(A, B₁, B₂, . . . ,  Bₙ)  is used to combines multiples edges (A → B₁, A → 

B₂,. .) into a single key structure  

• applyTransformations(A, B)  executes filtering, mapping, and aggregation on the 

edge A → B 

• rollupJoin(A, B, C)  replaces an intermediate key (B) with direct mapping (A → C) 

• thetaCombine(B, C₁, . . . , Cₘ)  merges multiple child attributes of B into a new key-

list structure. The output list only includes attributes where C.Output = true. The 

selection condition is inherited from the parent node (B)  

 

After a dataframe query is evaluated, optimizations ensure efficient execution. A 

dataframe query is first converted into a key -list algebraic expression, which is then 

optimized. When a query requires an edge to be materialized there are several actions to  

ensure minimal computational overhead. To avoid repetitive calculations for edges that 

are frequently used, computations occur once and  are stored. Additionally, instead of 

materializing all data and then applying transformations (like mapping and aggreg ation), 

filtering is executed first to  reduce the number of records being processed. Since DVM 

queries are graph-based, optimization can be performed on the graph. If multiple edges 

originate from the same node but are independent between them, execution c an be 

performed simultaneously, significantly reducing the execution time. Some queries may 
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also contain repetitive computations. Instead of performing them in different parts of the 

query tree, common subexpressions can be evaluated once and reused. Rewriting a query 

modifies the structure of the tree without affecting the result. For instance, unnecessary 

steps can be eliminated, redundant functions can be replaced with direct mappings, 

selection queries can also be replaced with aggregation. All these minimize data 

movement, improving efficiency. Similar to  SQL query optimization, DVM can follo w 

relational algebra principles. Queries can be rewritten using alternative algebraic 

expressions that achieve the same result but are more efficient.  

DVMs are ideal for non-technical users, as they support a visual formulation of dataframe 

queries. Both query evaluation and optimization techniques are critical for creating a 

flexible framework that can handle complex dataframe queries, in  an intuitive w ay.  

 

4.5 Any-Entity View and Model Polymorphism 

In section 4, the DVM was introduced, highlighting its differences to  traditional data 

management systems. Models, like the ER, are characterized by rigid schemas  that are 

defined in the beginning. In contrast, the DVM follows a bottom -up approach , deriving 

the schema from the processing of the data. Thus, they are a more flexible adaptation of 

the ER model, allowing the schema to evolve along with the data. This means that the 

materialized schema is not concrete. Users can choose any node as the ro ot, effectively 

reorienting the schema around it ,  which is called "Any-Entity-View".  This is a great 

strength compared to traditional models, which restrict the analysis to  a specific view. 

Data exploration, through DVM, can be performed from the perspective of customers, 

transactions, dates or even computed attributes like probability  of churn.   

In  a DVM, all conceptual objects and relations are simplified into graph nodes and edges 

respectively. Nodes in the DVM can either be entities or attributes, depending entirely on 

the perspective of the query. The relationships between them are dynamic, meaning they 

are defined by the DTP applied by the user. The entity view of a node N is a graph 

originating from N and includes paths that end at a different node M. In traditional 

databases, the schema mappings are required to t ransition from a conceptual to  a logical 
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schema. A key strength of the DVM is its ability to materialize schemas in logical formats, 

such as relational tables (work in progress) or JSON, which is known as model 

polymorphism. Multiple schema representations can be derived from the same DVM 

model, and a  single dataset can be represented in different formats. This flexibility 

ensures compatibility  with various downstream applications and data formats.  

Below, in  Figure 13,  is an example of JSON documents derived from a DVM where 

custID, ChurnCateg, and Date is selected as an entity  by the user.  

 

Fig ure 1 3 :  Creating J SON d ocuments for d ifferent DVM’s nodes, co nceived a s entities.  Reprod uced f rom  [1 00]  

 

4.6 Practical Implementation: DataMingler Tool  

DataMingler is a prototype tool designed for e nd-to-end processing and analytics. It 

provides a graphical interface that users can interact with and visually manage DVMs 

(Data Virtual Machines). Through DataMingler, users can integrate data, create graphical 

schemas, construct queries intuitively and even export data in  a JSON-like file. It is not 

only suitable for experienced users such as data engineers or data scientists but also for 

people lacking technical knowledge. Figure 14 showcases DataMingler ’s architecture.  
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Fig ure 1 4 :  Da ta Ming ler ’s Architecture.  Rep ro d uced  f ro m  [ 9 9 ]  

 

A module called Data Canvas allows users to  create and manage DVM graphs by defining 

the nodes and edges between them, as shown in Figure 15 . The data sources supported 

range from relational databases to  flat files and standalone programs like Java or Python.  

The data source dictionary is available in XML and includes descriptions of the resources. 

Users can perform multiple actions in this environment in  a simple and intuitive way. 

New data sources can be added with ease by both technical and non -technical users. The 

first can  directly add through an XML file, while the latter can opt for manual 

configuration directly on the left pane. The configuration process is quite simple. The 

first step is to  decide on the type of data source, either database, excel,  csv or program. 

Then, some additional basic information is required, such as database credentials, file 

path, delimiter or headings. After, the user can pick the specific columns of interest to  

create the according nodes in the graph. To create connections between the nodes it is not 

necessary for columns to have the same names across sources, as long as they get mapped 

to the same node. Upon successful configuration, the user can choose which sources to  

utilize according to their requirements. As sources are used, they appear as a graph on 
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the right panel, with edges formed according to the configuration. The graph can be easily 

manipulated, by moving nodes to a shape that is visually suitable. By clicking on nodes 

and edges, the user can view additional information of the element. The DVM graph is 

stored in a Neo4j database. All nodes have properties such as Name and Description and 

edges have Data source, query string if applicable and the position in the output  result.   

 

Fig ure 1 5 :  Da ta  Ca nva s:  Ma na g ing  DVMs.  Rep ro d uced  f ro m  [ 9 9 ]  

After integration, the users can navigate to the Query Builder module , as shown in Figure 

16. On the right, the query name is required and is subsequently stored for easy retrieval. 

The left pane includes all nodes and edges previously present in  Data Canvas. Here, the 

user is able to  select all or a subset of the nodes to include in the query. Q ueries can be 

constructed either by writing or by using a drag -and-drop interface. Multiple 

programming languages can be used, depending on user preference. All queries are 

internally represented in an XML-based intermediate format and then reformatted to KL-

algebraic expressions for execution. After this, the query optimizer handles the proper 

execution. The results are then returned as dataframes. Below is an example of the 

module, where the user can see the available data source and the query. After the user 

selects a node in the DVM, a breadth-first search tree rooted at that node is generated and 

the user can define transformations and mark outpu t nodes.  
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Fig ure 1 6 :  QueryBuild er:  Da ta f ra m e q ueries.  Rep ro d uced  f ro m  [ 9 9 ]  

Finally, users can export the schema views in JSON format, making it easy to generate 

model-specific outputs. Documents are created based on the structure defined by the 

user.  

Data engineers can use DataMingler similarly to an ETL tool. In Data Canvas, they can 

integrate data from various sources and visually map them into the DVM graph. They can 

greatly benefit from the dynamic schema, as reconfiguration is not required even wh en 

adding a new source. The mapping can be directly defined on the edges of the graph. For 

example, a unified schema can be created by mapping customer transactions from a 

relational table to  customer sentiment using a Python model. The data engineer can 

additionally incorporate extraction rules and transformations to the schema. To improve 

performance, frequently used datasets can be predefined.  

Data scientists wish to derive insights from their data, even without database expertise. 

With Query Builder even complex queries can be visually created. So, instead of writing 

multiple SQL joins, they can just drag and drop relevant nodes into a query an d apply 

transformations. They are also able to  experiment with their analysis, by easily 

reorienting the model when choosing a new root entity.  
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In compliance with the GDPR, data subjects can utilize DataMingler as a self -service 

data portability and integration tool. Data subjects are able to  export and transfer their 

data between platforms using DVMs. For example, an individual may download data from 

various service providers such as banks, telecoms and social media in  a formatted 

document. In DataMingler, they have the option to reorient their view, from a customer-

centric to  a service-centric. They can also connect the data from multiple companies and 

create custom reports or personal analytics, such a s combination of health records with 

fitness app data. The data exported are also compatible with different platforms.  

Data protection officers can also use DVMs to assist in  data regulation compliance. They 

provide a clear, unified view of how data is connected and stored so that the flow of the 

data is traceable. By incorporating metadata, they will be able to  trace data  provenance 

and consent as well.  

 

4.7 Conclusion 

The DVM is a leap forward for data virtualization because it adds dynamism and 

flexibility to  schema modeling and query design. It brings structured and semi -structured 

data together by abstracting relationships in  a single graph structure, accessible to  users 

with varying technical expertise. With advancing analytics environments, DVM gives a 

robust and flexible foundation for data exploration and manipulation in a cohesive and 

intuitive manner.  
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5. DVM: Data Portability Applications 

The DVM framework addresses the challenges in modeling for data portability, discussed 

in previous sections, by offering ease of use and understandability with a graph -based 

model; scalability and extensibility by dynamic schema generation and support of 

heterogeneous data sources; interoperability through unified data representation and 

export capabilities; governance and compliance through traceability, and user 

empowerment; security facilitation by seamless integration with existing systems, while 

segmenting and customizing views on the data.  The DVM facilitates these capabilities 

through tools such as DataMingler, an algebraic query evaluation framework, using its 

flexible architecture centered around graphs.  

The DVM achieved both understandability  and usability through several of its key 

features that differentiate it from traditional models and integration techniques. Complex 

data infrastructures are simplified via its graph -based conceptual model, allowing the 

user to  visually navigate through its intuitive interface. It follows an entity -relationship 

approach which is pretty intuitive for technical and non -technical users, just like the 

Entity-Relationship model. Entities and relationships are represented as  nodes and edges 

in the graph respectively, rendering the model visually accessible. DVM is also capable 

of "reorienting" around any node, such as age or churn category. The user can study and 

manipulate data from any perspective, such as single -customer v iew or transaction-

centric. It therefore eliminates the complexities of rigid relational tables and predefined 

hierarchies. Through Data Mingler, users can also visually create, manipulate and query 

DVMs with ease. Schema building is done by drag -and-drop, and any modification 

performed does not affect existing relationships. Deep technical knowledge is not a 

requirement for interaction with the model, as the query formulation can be done using 

built-in functions or with the user ’s preferred programming lan guage, in  a declarative 

way. Interactive attribute selection, filtering and transformation eliminated the need for 

complex and manual query construction. The queries are built incrementally, allowing for 

additional refinement based on immediate insights.  

DVM's design makes it suitable for modern analytics environments, characterized by high 

heterogeneity and evolving requirements. Its bottom-up schema approach allows the 
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DVM to automatically adapt to  new data sources and processes. Attributes are derived 

directly from DPTs and not predefined structures. Addition of new DPTs automatically 

incorporates new nodes and edges within the model, so it evolves dynamically when new 

data are introduced, or existing ones become unavailable. As already outlined, with each 

query the user is able to  reorient the schema around any node, using the same DVM. The 

graph is also bidirectional, meaning that all entities can be attributes and vic e versa and 

all edges are symmetrical. The need for reconfiguration every time requirements change 

is therefore eliminated. DVM is also fit for scaling across various systems and data 

formats as it handles structured data (SQL), semi -structured data (JSON), unstructured 

data (text files), transient data (streams) and processes that produce output. The queries 

also rely on the algebraic framework and can be executed concurrently on multiple nodes. 

With operators like rollupJoin and thetaCombine, performance can be optimized even 

when data is growing. Also, it has the ability to  materialize to  various logical models, 

such as relational or semi-structured JSON, enabling scalability across different 

analytical requirements.  

DVM inherently facilitates linkability  and interoperability through its design. Attributes 

and entities are represented as nodes in a graph, connected by edges. The graph like 

structure, by nature, supports linking data across several domains. It also allo ws feature 

selection and attribute discovery via relationships across connected nodes, enabling data 

linking and navigation in analytics workflows. Because of its bottom-up approach, new 

data can be added without requiring reconfiguration. The relationship s between entities 

are preserved through the DPTs, ensuring that data remains linked even if the structure 

changes. It also provides an any -entity-view, allowing the user to  reorient the schema 

according to the requirements of the analysis. So, the existin g relationships can be 

reviewed in a different context. In  the DVM, metadata are also directly embedded within 

the graph. Users can access not only data, but also their context, origin and 

transformations. This is particularly useful for data lineage track ing. The model 

additionally supports SQL, NoSQL, flat files, excel spreadsheets and program outputs, 

allowing interoperability with diverse systems. Users can build their own data models 

with data from multiple domains. Through DataMingler, the export of n odes and their 

connected paths in  formats such as JSON documents is enabled, for interoperability with 

Attribution-NonCommercial-NoDerivatives 4.0 International

http://creativecommons.org/licenses/by-nc-nd/4.0/

https://doi.org/10.26219/heal.aueb.135



68 
 

external systems and models. Data sharing is therefore achieved easily and fast,  in  a 

standardized way.  

DVM provides features in  line with regulatory compliance and data governance. As 

outlined above, metadata are directly embedded into the graph of a DVM, including 

information on origin, context and transformations. This data lineage tracking capability 

can fulfill the requirements of many regulations. Through Data Mingler, the user can 

additionally create different views from the same DVM. It is evident that regulations and 

standards are not aligned between regions or sectors. Different views can be used to  

accommodate contradicting requirements within the same model. The same regulator or 

auditor can also query the data from different compliance perspectives by reorienting the 

schema. New requirements in  the regulatory landscape can also be easily incorpora ted 

into a DVM due to its highly flexible design. Although consent management has not been 

built in  DVMs, it can be integrated into its conceptual framework with the addition of 

data-sharing restrictions or user-specific access controls. Users are also able to  choose 

which information to export and share, such as a subset of the original schema. The data 

can also be exported in various formats, fulfilling GDPR's data portability requirements.  

DVMs do not currently have explicit controls for security or privacy, which are of course 

an important part of regulatory compliance and efficient data portability in  general. An 

organization would have to implement additional layers, such as encryption or  access 

management, to  secure data represented in a DVM that include sensitive personal or 

organizational data. DVM can achieve data segmentation by defining explicit mappings 

between entities and attributes for limited access to  relevant subsets of data. DVM's graph 

design supports different views for different roles, which makes sure that sensitive data 

is only available to  the privileged users. It also does not alter the underlying storage 

mechanisms, allowing organizations to rely on existing security a nd encryption protocols 

for data storage and transmission.  
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6. DVM: Use Case 

6.1 Introduction to data management for regulatory reporting 

The asset management industry is both heavily regulated and intensively data driven. 

Seamless data management is therefore critical to  ensure compliance, optimize portfolio 

performance, and prevent financial or operational risk. In my line of work as a reg ulatory 

reporting analyst in  a FinTech company, the importance of frictionless data integration 

and transformation cannot be overemphasized. Our customers, asset managers, find 

themselves in a regulatory ecosystem where they are constantly under pressure to  produce 

accurate and timely reports, which require consolidations of massive amounts of financial 

information. Failure to  achieve these expectations has the potential to  incur regulatory 

fines, reputational damage, and even loss of money, therefore makin g efficient 

management of data extremely critical.  

 

To address such challenges, asset managers rely on fintech technologies to  achieve rapid, 

real-time, and dynamic data processing. Their data are characterized by volume and 

variety, such as portfolio information, market feeds, transactional records or regulatory 

reports. To handle these, a platform is needed that offers accuracy and adaptability. 

Without robust data integration capabilities, asset managers are vulnerable to  

inefficiencies, inaccuracies, and delays risking regulatory compliance as well as business 

decision-making. This highlights the key role that fintech vendors must play to supply 

scalable, next-generation solutions to support data workflows and enhance the accuracy 

of reporting.  

 

Regulatory reporting analysts must deal with the complexities associated with handling 

large, heterogeneous data sets originating from diverse sources. The data sets have 

differences in  structure, format, and granularity, rendering their harmonization and 

integration challenging. Extensive data transformation and validation processes are 

required to deal with inconsistencies, redundancies or data gaps, before proceeding with 

reporting and decision-making. Investment management requires timely and accurate 
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reporting and therefore organizations must adopt advanced data management methods 

that facilitate transparency, efficiency, and responsiveness.  

Approaches to  Data Management 

One approach used by data analysts for data processing and aggregation is to extract them 

from various sources and manually combine them in spreadsheets. Manual processing is 

accessible to  all because no programming skills or advanced technical knowledge a re 

required. Nevertheless, while entering or modifying data, users may make mistakes, 

leading to inconsistencies, redundancy, and calculation errors. The complexity also grows 

exponentially as volumes grow, making this solution non-scalable. The above can have a 

negative impact on regulatory reports and decision -making. In addition, ensuring data 

accuracy and consistency across reports is always a challenge since even small 

inconsistencies can lead to compliance problems, audit failure, and reputation loss.  With 

the regulations becoming stricter and data becoming more complex, manual processing 

is becoming obsolete, and thus automated and scalable solutions are necessary.  

 

Another approach that can be employed by more advanced organizations is ETL (Extract, 

Transform, Load) technology and relational databases. Through these, data can be loaded 

automatically, providing structured data flows for business intelligence and regulatory 

reporting. These solutions greatly improve accuracy, consistency, and efficiency 

compared to manual processing, but they also have their disadvantages. They requ ire a 

major upfront investment in  infrastructure, have recurring maintenance costs, and require 

an IT support team for system implementation and refinement. Additionally, as outlined 

in previous sections, traditional relational databases enforce rigid sche mas that predefine 

the structure and relationships of the data. As a result, the ability to  introduce additional 

data sources or respond to changing regulatory requirements is limited. This lack of 

flexibility prevents asset managers from being able to  ana lyze data ad hoc, requiring the 

intervention of IT for schema alterations, new mappings of data, and query optimizations. 

Therefore, these kinds of systems, while powerful, are often not as responsive as the ever-

changing landscape of the financial world, where adaptive regulatory reporting and 

instantaneous analytics become increasingly critical.  
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Challenges in Regulatory Reporting  

Regulatory reporting analysts are supplied with data from various sources that vary in 

structure, storage format, or level of complexity. The input data sets can be structured 

formats, such as SQL databases and Excel spreadsheets, semi -structured such as CSV, 

XML, or JSON files, and unstructured data such as PDFs, emails, and text files. The 

challenge is how to consolidate the above into a single and consistent format suitable for 

further analysis. Inconsistencies in  naming conventions, missing values, vari ous data 

schemas, and varying update frequencies also make integration even more difficult. 

Without an efficient method for data standardization and consolidation, organizations 

may not be able to  produce the report in  time, incur increased operational cos ts, and 

increased risk of inaccuracy, leading to compliance issues and bad decision -making. 

 

Another critical element of regulatory compliance and operational efficiency is the 

assurance of accurate, complete, and reliable datasets. Even slight inconsistencies or 

errors in  data can have profound consequences, leading to inaccurate financial report ing, 

regulatory penalties, and loss of client confidence. Errors occurring from manual 

processing or rigid ETL pipelines can cause misreporting, which requires significant time 

and resources to  repair. Further, disparities between different sources of data , such as 

unmatched identifiers, missing data, or outdated records, can be significant hurdles in  

data reconciliation for audit and regulatory reporting. Only through deployment of 

dynamic and automated solutions can data accuracy and consistency in all re porting 

functions be guaranteed.  

 

Traditional systems rely on predefined schemas and report formats, not suitable for 

dynamic, on-the-fly data analysis. However, the data landscape is not static as inclusion 

of new data is often required or an analysis to  be conducted from a different angle. 

Modifying ETL pipelines, adjusting database schemas, or building SQL queries are all 

highly technical processes that not everyone can execute. Today's data management 

systems therefore prevent analysts from generating new insights or responding to new 

regulation requirements. This of course further contributes to  operating expense and 

reliance on resources, like IT personnel. Under demanding financial circumstances, the 
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speed of decision-making is imperative. The restrictions outlined above can negatively 

impact the responsiveness and agility  of fintech vendors.  

 

New compliance, reporting requirements, and jurisdictional regulations emerge on a 

regular basis causing changes in the regulatory landscape of the financial industry. 

Companies are required to comply to updates from regulatory bodies such as the SEC, 

ESMA, or local financial authorities with typically short implementation deadlines. Data 

integration platforms built upon rigid schemas and rigid workflow templates are not 

equipped to keep up with these changes, as they amount to  labor-intensive and costly 

reconfigurations. Failure to  adopt a more agile and responsive data management solution 

will have organizations falling behind in compliance, facing fines and penalties, and 

ruining their reputation. Dynamic adaptation of data pipelines, introducing new reporting 

fields, and automated compliance updates are essential to  regulatory responsiveness and 

operational resilience.  

 

Traditional data management systems are further strained by the expansion of businesses, 

with the amount and complexity of their data exponentially increasing. Older systems 

have limitations in  storage, processing power, and database architecture, making s caling 

inefficiently. These restrictions lead to slowing query performance, delayed regulatory 

reporting, and increased operational costs. Data expansion, new data sources, and real -

time processing of high -frequency data should be anticipated by businesses. Scalable 

solutions, with modern architectures, able to  adjust to  shifting data needs offer effective 

workflows and sufficient analytical capabilities.  

 

Conclusion  

As financial data environments grow more complex, asset managers are expecting 

dynamic, intuitive, and agile data integration platforms from their financial vendors. 

These systems should be capable of receiving disparate data sets and connecting them 

effectively, supporting different types of analysis, both structured and ad -hoc, while at 

the same time ensuring data integrity. The goal is not just to  achieve compliance, but also 
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improving operational efficiency, enabling faster decision -making, and generally 

enhancing data governance.  

 

DataMingler, a graphical interface for Data Virtual Machines (DVMs), is a revolutionary 

new alternative to current data management processes. In this section, we will 

demonstrate how DVMs address real-world data integration problems by introducing a 

schema-flexible, scalable solution that supports seamless joining of heterogeneous data 

sources without requiring extensive ETL configurations. We will show how fintech 

vendors can successfully structure the datasets of their clients, execute dynamic queries 

without programming expertise, and extract valuable insights with minimal technical 

overhead.  

 

6.2 Integrating Data in Data Mingler 

For the use case, we utilized DataMingler to  integrate and link data sets from four diverse 

sources in  a single view that simplifies complicated data joins and renders analytical 

potential more accessible. Each source plays a critical role in  the processin g of asset 

management data: 

• A relational table, from a database, containing portfolio information. There are 

multiple columns included such as portfolio ID, issuer, currency, and country code. 

This is the foundation for structuring investment portfolios in  a way that each 

portfolio is properly classified and linked to relevant financial data.  

• A relational table, from the same database, containing information on countries. It 

includes columns such as country codes and their corresponding country names. 

In combination with other data sets, this information can provide geographic 

classification. The  analyst can then derive useful insights, such as country -level 

risk or regional exposure.  

• A CSV of holdings with columns such as portfolio ID, security ID, market value, 

price, and quantity. This information can be used for asset allocation monitoring, 

fund performance measuring, and accurate reporting of investment positions.  
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• An Excel sheet including transaction information by security ID with trade dates. 

Transactional data provides insight into the history of trade executions, useful for 

liquidity tracking and compliance monitoring for audits.  

Step 1: Data resource set-up 

With the Data Canvas module, we configured the above sources of data into an easy -to-

use interface. Users simply need to select the appropriate resource type and fill in  the 

required connection information, as shown in Figures 17 -19. By contrast to  typical 

database systems imposing rigid schemas and requiring pre -processing of data before 

ingestion, DataMingler allows users to  work with raw, heterogeneous data in  a more 

flexible way. This ability  is particularly valuable to  fintech providers since asset 

managers are likely to give data in  fragmented forms from multiple third -party sources, 

and they require a solution that can aggregate, clean, and standardize the data with 

minimal pre-configuration.  

Figure 18: Addition of Excel resource 

Figure 19: Addition of CSV resource 

Figure 17: Addition of Database resource 
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Step 2: Creating the DVM 

Once the resources are defined, they are displayed on the left -hand panel of the module, 

where they could optionally be enabled or disabled as needed, as shown in Figure 20.  

 After the set-up, all resources are stored and can be used for the creation of DVMs. The 

same resource can also be used to construct several different DVMs depending on what 

columns the user selects when setting up. This feature provides a high level of flexibility, 

allowing users to  personalize their DVMs to meet various analysis demands, as shown in 

Figure 21 with an example of a CSV file set -up. Same as before, the information required 

is minimal and can be provided by users of all technical levels.  

Figure 21: Configuration of CSV 

Figure 20: Available resources in Data Canvas 
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A major advantage of DataMingler over traditional relational database systems is its 

ability  to  allow users to  manually define relationships between datasets by assigning the 

same node name to common attributes across different sources, rather than relying on 

predefined joins. For instance, Portfolio ID is one of the key features available in  multiple 

datasets (portfolio table, holdings CSV, and transactions Excel  file). The column name 

and position in each dataset can be different, therefore the user assigns the same node 

name manually during set-up of each resource. This ensures that common data points 

remain connected within the DVM architecture for easy integra tion. Having labeled the 

node common names, DataMingler then joins data points sharing similar values and 

creates unified data without going through advanced SQL joins. The process allows users 

complete freedom when it comes to linking datasets while reducing the extent of technical 

knowledge required to join data. This auto linking capability greatly reduces the time and 

technical expertise required to join data sources so that business users and analysts may 

allocate their time to data discovery and repor ting, rather than struggling with database 

management.  

Once a resource is utilized, its columns are automatically translated into entities in  a 

graph schema, graphically represented on the right -hand pane of the module, as shown in 

Figure 22 for our use case. Graphical representation allows interactive navigat ion of data 

relationships eliminating the requirement for traditional tables. Through the graph, th e 

users are able to  better understand the dataset structure, revealing linkages that are 

perhaps not necessarily  obvious in relational structures.  

In addition, the DVM model offers schema flexibility  to  allow analysts to  add or change 

data mappings as needed. Traditional systems require major reconfiguration every time a 

new data set is introduced, while DataMingler dynamically facilitates it.  It is therefore a 

future-proof solution, able to  adapt to  evolving regulatory and analytical requirements. 

Users can also version dataset configurations so that data mappings from the past can be 

retrieved or modified as business and regulatory requirements change over time.  
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Through DataMingler, we were able to  automate and simplify data integration for a real-

life use case. The amount of manual effort otherwise required for converting disparate 

sources of data into a unified view was greatly reduced. Data consistency and accu racy 

are enhanced, compared to manual processing, while also avoiding the complexity 

involved with conventional ETL pipelines. Through its visual and interactive nature, the 

Data Canvas module allows collaboration between technical and non -technical users, 

with data engineers, analysts, and compliance groups being able to  work in the same 

toolset without having special database knowledge. In the next section, we will 

demonstrate how this integrated data structure enables efficient querying and analysis, 

further showcasing the advantages of DataMingler in  the regulatory reporting landscape.  

Figure 22: Use Case DVM 
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6.3 Executing Queries in Data Mingler 

Once the data are integrated successfully into DataMingler, the next step is utilizing the 

Query Builder module for further processing and analysis, as shown in Figure 23. Here, 

complex queries can be created and executed without programming skills required. The 

goal of this module is for people of varying degrees of technical skills to  be able to  

generate insights and discover connections in datasets.  

 

In  the Query Builder module, with the utilization of the drag-and-drop feature, users can 

define queries by selecting entities and their attributes from the DVM graph. There is no 

need for construction of intricate SQL joins, as users can browse their data  visually, 

choosing the relevant nodes. Subsequently, the users can apply conditions or 

transformations on each edge based on the algebraic framework, depending on their 

investigation. The system then translates these choices into a formal query so that users 

can obtain insights in  an effective way. Multiple queries can also be based on the same 

DVM, by simply choosing a different root node , child nodes and transformations.  

 

Figure 23: Use Case Query Builder 
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This graphical approach to query building renders data exploration and manipulation 

accessible to  even non-technical users. Regulatory analysts and financial professionals 

can run complex queries on holdings, transactions, and portfolio structures without 

relying on database administrators. With operators such as aggregation, filtering, and 

mapping, the queries can be further personalized to achieve business objectives. The 

Query Builder module also supports users in  saving query templates, which facilitate s 

reusability as well as consistency in various analyses, even if the original data change.  

The process for executing the same queries on a traditional relational database would 

require deep SQL knowledge, identification of the proper keys for different levels of joins 

and step-by-step debugging in order to  obtain the proper results. Furthermore,  the 

analysts would have to ensure that different data sources map properly, something which 

typically involves creating temporary tables, data cleaning, and reformatting datasets for 

compatibility. The trial-and-error method of query iteration is a proces s that substantially 

increases the potential for inefficiencies or mistakes. Additionally, revisions of the query 

also involve revisiting and rewriting huge parts of SQL code, and hence flexibility and 

responsiveness are difficult to  attain in  dynamic regu latory environments.  

Below we will use three example queries to  demonstrate how DataMingler enables users 

to  execute queries.  

 

Query 1: Portfolio -centric view 

Our goal is to  calculate the number of holdings each fund contains and the total market 

value of each fund. The analysis is centered around funds, therefore requiring 

Portfolio_ID to be the child node.  In this way we ensure that all data aggregates around 

the individual portfolios. Once chosen, it is added to the right, and the left pane is affected 

accordingly, as shown in Figure 24. The user has now the ability to  add any other node 

directly connected to the child node.  
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• For the first goal, we need to add both Security_ID and Market_Value as  child 

nodes to bring in holdings and valuation data, as shown in Figure 25 . Portfolio_ID 

and Market_Value are not directly connected and therefore cannot be queried 

without Security_ID, we therefore need to include the path between them. We then 

apply a sum aggregation transformation on Market_Value . 

• The second goal is simpler to achieve, as Portfolio_ID and Security_ID are directly 

connected. We add both nodes, as shown in Figure 25,  and perform a count 

aggregation function on the Security_ID.  

Figure 24: Use Case Query 1 

Figure 25: Use Case Query 1Tree 
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This query enables asset managers to  quickly assess the financial standing of their 

portfolios without requiring manual data consolidation. Additionally, the output can be 

dynamically linked to portfolio risk models, ensuring real -time insights into portfolio 

exposure and diversification.   

Multiple transformations can also be applied to the same edge, by simply double clicking 

on it.  For the purposes of the use case, we only used the aggregation functions ‘sum’ and 

‘count’ for the first and second goals respectively, as shown in Figure 2 6. 

 

 

 

Query 2: Country-centric view 

Our goal is to  calculate the average investment value per country and the total number of 

funds. We therefore choose the Country Name as our root node, and we add as many 

additional levels required to reach the nodes we need. Meaning, the path from 

Country_Name to Market_Value for the first goal and from Country_Name to 

Portfolio_ID for the second, as shown in Figure 27. In turn here, we will use the average 

and the count aggregation functions.  

Figure 26: Use Case Query 1 Transformation 
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This view provides insights into geographical investment distribution, helping analysts 

assess country-based exposure and risk. The ability  to  overlay these insights with 

macroeconomic indicators can enhance decision-making for strategic asset allocation.  

 

Query 3: Transaction-centric view 

Our goal is to  find the most recent transaction per security and the number of funds that 

contain that security. Our root node here is the Security_ID. Again, we create two paths 

so that we achieve the desired outcome, as shown in Figure 28. The corresponding 

functions used are max and count.  

Figure 27: Use Case Query 2 Tree 
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This query helps asset managers track liquidity, monitor trading activity, and evaluate 

security distribution across portfolios. The results can be integrated into risk management 

frameworks, allowing firms to identify potential liquidity bottlenecks and compliance 

concerns.  

DataMingler is based on a graph model, eliminating the need for writing queries by 

visualizing the connections between datasets. Users can navigate through data 

interactively, dynamically changing parameters without altering the underlying database 

schemas. DataMingler additionally allows the user to  easily change selections and 

aggregations without resubmitting SQL code. This significantly reduces the reliance on 

database or IT professionals, as analysts themselves can derive insights without 

compromising accuracy and consistency across reporting tasks. These examples illustrate 

how flexible DataMingler's Query Builder module is, in  the sense that users are able to  

Figure 28: Use Case Query 3 Tree 
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extract useful insights without knowing SQL while retaining full control of data 

relationships and transformations.  

 

The process of building queries was fast and simple, without requiring extensive technical 

knowledge or tools. We managed to create three distinct views out of the same DVM. The 

first one focuses on the portfolios, through an estimation of their value and review of 

their structure. The second was a geographic analysis, allowing as to  explore differences 

in  investments per country and derive insights. The third is based on holdings and their 

transactions, to  keep track of movements. This capability to  swap between views with 

ease, without any reconfiguration required, allows us to  explore the same datasets 

differently. Analysis can therefore be performed flexibly, according to the project’s needs. 

The same analysis can also be performed with different data, by reusing the same DVM 

and queries.  

 

6.4 Use Case results 

Using DataMingler, as  regulatory reporting analysts, we were able to  consolidate 

heterogeneous, fragmented data into a single view, greatly reducing the efforts otherwise 

required for data integration and analysis. Asset managers have to operate within a 

heavily regulated environment where compliance reporting is m andatory. There are strict 

requirements on accuracy, transparency, and timely completion of reports. Traditional 

data processing techniques, including manual processing, rigorous ETL processes and 

SQL queries, are neither efficie nt nor adaptable in  handling diverse financial data.  

Through this application, we have illustrated how DataMingler facilitates the integration 

of disparate datasets using a dynamic and schema-flexible approach that allows users to  

rapidly connect, learn, and analyze data without programming knowledge. Compared with 

conventional data systems with rigid schemas, DataMingler's graph data model makes it 

possible to  create and update connections among data points in  rapid succession. It is 

therefore a suitable solution to accommodate the evolving regulatory requirements, 

diverse analysis needs, increasing data sources and data evolution.  
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In addition, the Query Builder module offers many facilitating features for data analysis. 

Analyst can visually construct queries, create transformations, and query information 

without resorting to SQL queries or lookup functions within spreadsheets. The a bility  to  

toggle between portfolio-oriented, country-oriented, and transaction-oriented views in a 

single DVM speaks volumes for the flexibility of this solution. Queries usually involve 

code development or manual reconciliations. With DataMingler we managed to build and 

execute them in a series of steps, significantly reducing query execution time and 

administrative effort.  

Moreover, DataMingler facilitates collaboration and usability, bridging the gap among 

data engineers, analysts, and compliance personnel. IT experts are no longer a necessity 

for building queries and data mappings, allowing the fintech providers to  save on costs, 

increase the level of efficiency in operations, and speed up decision -making. The 

resources and queries can also be reused in such a way that analysis can be performed 

consistently, while real-time updates allow companies to  quickly react to  ongoing 

changes.  

DataMingler frees fintech professionals and regulatory specialists from the battle to  cope 

with data complexity and they can instead divert their attention to derive value from it.  

With its ability to  consolidate different sets of financial data, facilitate compliance 

reporting and exploratory data analysis, it is a critical tool for data management. The use 

of DVMs can make the fintech providers more responsive, precise, and likely to achieve 

regulatory compliance for their clients without losing their com petitiveness in  the 

dynamically changing financial environment.  

 

6.5 Future Direction 

Throughout section 6, we established the value of Data Virtual Machines (DVMs) and 

DataMingler in  financial data management for fintech vendors. The natural next step 

would be an expansion to other business sectors. Companies handling large volumes of 

heterogeneous data would especially benefit from the flexibility, scalability, and 

efficiency that this approach has to  provide.  
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A key sector for DataMingler expansion would be the banking sector. Banks deal with 

diverse data sets derived from multiple systems. The data ranges from information on 

customer transaction, details on loans or compliance reports. The typical approaches 

followed are either manual data extraction or utilization of ETL tools, which offer little 

flexibility while requiring extensive efforts and technical knowledge. With DataMingler, 

banks can consolidate fragmented data sets into one view, accessible by all of their 

employees, such as customer service or risk analysts, improving collaboration. For 

instance, processing a loan request requires customer information on credit score, income 

statements or interaction history, probably stored into multiple systems. The process can 

be performed faster and more accurately if all the required details can be obtained 

instantly.  

Another sector that could benefit is telecommunications, where companies have to 

manage data on customer subscriptions, billings, and usage history information. Similar 

to  banking, telecom operators work with disconnected databases, unable to  view all 

customer's information in real time. With DataMingler, a telecom operator could 

automatically merge user information so that customer service personnel could observe a 

full account history, past issues, and payments, leading to faster resolution and higher 

customer satisfaction.  

Expansion into these practical applications will make DVMs more widely adopted. By 

focusing on everyday data problems, DataMingler can become a building block tool in  

banking, telecommunications, and more sectors, making data more accessible and usable.  
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7. Conclusion 

The growing demand for data portability in  a highly heterogeneous digital environment 

entails significant technical as well as non -technical challenges. This thesis has 

considered the essential requirements, concerns, and solutions to enable data exchange 

across platforms in a seamless, secure, and efficient way. Through the analysis of 

technical requirements,  such as usability, extensibility, scalability, linkability, and 

interoperability, and non-technical issues, such as regulatory compliance, governance, 

security, and privacy, the research has provided a comprehensive approach to address the 

requirements of contemporary data portability.  

Another key contribution of the thesis is proposing and evaluating the Data Virtual 

Machine (DVM) as a new paradigm in data integration and portability. In contrast to  

traditional systems which are based on rigid data models, DVMs offer a schema-flexible, 

highly adaptive model. Users are able to connect, query, and manipulate data dynamically 

regardless of their format or source. The any -entity view, and model polymorphism 

capabilities further attest to  the agility  of DVMs to adapt with shifting data ecosys tems, 

making them a credible substitute for traditional data integration and virtualization 

techniques.  

In this thesis, we also demonstrated the application of the DVM with a practical scenario. 

We analyzed DataMingler, which is an implementation tool for DVMs. We showed how 

DataMingler can support financial institutions' data management requirements to  merg e 

heterogeneous data sets, ease compliance processes, and accelerate decision -making. 

DataMingler enables processing of complex data structures in  an intuitive and effective 

way without the need for traditional ETL pipelines, manual processing, and rigid 

schemas. Besides data management for regulatory reporting, the likely applications of 

DVM solutions may involve banking, telecommunications, and others. DVMs can 

potentially  be a practicable solution for addressing today's data challenges.  

Last but not least,  this thesis has established the DVMs potential as a disruptive data 

portability solution. Data Virtual Machines and DataMingler address significant technical 

and regulatory issues and provide an efficient, flexible, and scalable alterna tive to 

Attribution-NonCommercial-NoDerivatives 4.0 International

http://creativecommons.org/licenses/by-nc-nd/4.0/

https://doi.org/10.26219/heal.aueb.135



88 
 

traditional data management techniques. With further development and adoption, DVMs 

have the potential to  revolutionize how data is stored, accessed, and exchanged by 

organizations and make the digital world more open, interoperable, and connected.   
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